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The article considers the phenomenon of corruption, its essence, causes and consequences. The social, 
economic, and political changes that globalization has brought have been accompanied by some challenges. 
One of them is corruption. Corruption occurs at all levels of society around the world, from local and national 
governments, civil society, judiciary functions, large and small businesses, military and other services 
including Customs service. Corruption poses a serious danger to national security, economic security and 
innovative security of any State. Corruption represents the basic threat for economic security of the state, 
affecting the expansion of the shadow economy, rising inflation, increasing the level of commercial and 
financial risks, as well as stimulating the inefficient use of budget funds. As for the Eurasian Economic Union, 
so problem of corruption within it, including corruption in the customs authorities, is highly relevant. It can 
be ascertained, that the need to study the existing methods for managing corruption risks in the customs 
authorities of the Eurasian Economic Union, their strengths and weaknesses, as well as potential areas for 
improvement. The World Customs Organization has drawn attention to the international character of this 
phenomenon and, in our opinion, has developed a unified approach and methodology for studying corruption 
processes in the customs sphere. Close attention is paid to corruption in customs authorities, which has 
specific features. A comparative economic analysis of corruption backgrounds in the customs authorities of 
the Eurasian Economic Union is carried out. The essence is that in the Eurasian Economic Union the volume 
of corruption in Customs bodies is directly proportional to the volume of inflation and inversely proportional 
to the volumes of Customs officers’ salaries, Customs payments and foreign direct investments. Taking into 
account all mentioned above we can will move to the measures aimed to prevent and repress corruption. All 
in all, there is a great variety of innovative measures effectively used by foreign countries. Anti-corruption 
tools operating in the practices of foreign countries are considered. The ways of improving counteracting 
of corruption, anti-corruption tools in the customs authorities of the Eurasian Economic Union are defined.

Key words: Government Policy, corruption, corruption risks, national security, economic security, customs 
authorities, anti-corruption tools.
JEL Classification: D73, D78, F52.
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CORRUPTION RISK MANAGEMENT IN THE CUSTOMS  
AUTHORITIES OF THE EURASIAN ECONOMIC UNION  

IN THE CONTEXT OF NATIONAL SECURITY

1. Introduction
In the modern era, characterized by the intensification of the 

globalization process, along with such positive phenomena as 
optimizing the use of resources, expanding the assortment, improving 
the quality of manufactured goods and services, facilitating access 
to the latest achievements of scientific and technological progress, 
we can increasingly observe the enlargement of the scale of various 
kinds of contradictions, manifested in the emergence of new complex 
threats and risks. These phenomena (threats) are associated with the 
onset of a systemic crisis, the bright precursors of which are not 
only the spread of transnational crime, the deformation of public 
institutions, the distortion of such key concepts as the “welfare state” 
and “social state”, but also the spread of corruption.

In recent years, corruption is often perceived by people as very 
tolerant. It falsely seems to be a structural element of the state 
system, called, as V.A. Nomokonov wrote, to fulfill the role of 
“a kind of lubricant for the rusty gears of the state mechanism (“if 
you don’t grease the wheels, the cart won’t go”), which leads only 
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to “even greater corrosion, deformation of state institutions” (Nomokonov, 2001: 166); aggravation and 
complication of existing internal problems, one of which is the formation of such gaps in the state’s national 
security system (in particular, in its economic component) as a decrease in budget revenues, a decrease in 
investment attractiveness, the outflow of foreign and domestic capital abroad, and the suppression of fair 
competition. It should be noted that various sciences consider the concept of corruption from different 
perspectives: by lawyers as an illegal act; by political scientists as a way of influencing financial and 
political activity; by sociologists as a phenomenon reproducing cultural traditions; by economists as a way 
of rationalizing costs by businesses and obtaining additional income by officials, and even by Z. Freud’s 
followers – psychologists as a manifestation of unconscious desire, etc.

It should be noted that there are a number of markets for corruption services that have a direct impact 
on the economic security of any state. These markets include the state market of customs services. The 
World Customs Organization has long drawn attention to the international character of this phenomenon 
and, in our opinion, has developed a unified approach and methodology for studying corruption processes 
in the customs sphere.

At the end of the 20th century, J.W. Shaver, the 6th Secretary General of the World Customs Organization, 
noted that “there are only a small number of government bodies in which the classical prerequisites for 
institutional corruption would be as“ successfully ”presented as in customs administrations” (McLinden, 
Durrani, 2013: 4). This is due to the fact that, being monopolistic, customs activity is associated with the 
empowerment of both senior and junior officials involved in the implementation of such basic functions 
of the customs authorities as control over the correctness of determining the country of origin of goods, 
customs value, and product classification; customs control; collection of customs and other payments; 
the issuance of various certificates, decisions, etc., which are characterized by researchers as corruption 
vulnerable (McLinden, Durrani, 2013: 4). In addition, like other state bodies, customs authorities take part 
in public procurement and conduct financial and economic activities (acquisition, spending, distribution 
of material and technical means), which can also be considered an area of high corruption risks.

As for the Eurasian Economic Union (hereinafter – the EAEU), the problem of corruption within it, 
including corruption in the customs authorities, is highly relevant. The indicated position is confirmed by 
the data of sociological studies. According to the results, respondents from Belarus note a moderate level 
of corruption in customs, from Russia and Kazakhstan – significant. Negative is the fact that there are no 
detailed data on Armenia and Kyrgyzstan, which probably indicates the fears of respondents regarding 
participation in polls. It can be perceived as an expression of a political position that runs counter to 
the official state course. It is also noteworthy that almost three quarters of those polled consider anti-
corruption legislation ineffective and do not have confidence in existing anti-corruption measures (Miller 
& Chevalier, 2018).

Summarizing the above, we can state the need to study the existing methods for managing corruption 
risks in the customs authorities of the EAEU, their strengths and weaknesses, as well as potential areas 
for improvement.

2. Outcomes and discussion
In the most general form, without affecting the established regulatory definitions, corruption can 

be described as a complex socially dangerous phenomenon that manifests itself in various forms of 
abuse of state or other powers to obtain benefits for personal purposes or in the interests of third 
parties (Simanovskiy, 2017: 123). At the same time, the analysis of the above definition allows us to 
establish that concepts such as “power”, “state bodies”, and “officials” are used as an attribute element 
of the definition. This is explained by the fact that each definition implicitly refers us to the root cause 
of corruption manifestations laid down in the very essence of social structure, based on the need to 
identify a group of people and special institutions engaged in control functions that imply a special 
authority, to dispose of any resources and the right to make important decisions. Further development 
of the phenomenon of corruption, as a rule, occurs under the influence of secondary, or stimulating, 
reasons, which include excessive state intervention in the economy, low level of development of civil 
society, the complexity of legislation, etc.

Corruption poses the main threat to the economic security of the state, affecting the expansion of 
the shadow economy, rising inflation, increasing the level of commercial and financial risks, as well 
as stimulating the inefficient use of budget funds. Regarding the specifics of the actual threats to the 
economic security, it should be noted that, even in undeveloped form they are quite intense inhibitors 
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of the development of the state, oppressive functioning of each of its basic systems, and, reaching their 
zenith, can cause absolute economic inefficiency, deep poverty of the population, critical deformation or 
the fall of the political system.

Corruption in the customs authorities poses a particular threat to the economic security of the state. 
It is obvious that the phenomenon of corruption in the customs authorities is not fundamentally new 
and existed in ancient times. Thus, D. Widowson, referring in his studies to the work of H. Asakura, 
argues that in ancient Rome, where the first tariff was created, customs officials had duties to control 
the payment of customs duties in the proper amount and to suppress smuggling. At the same time, 
“it would be reasonable to assume that some officials have made it a rule to demand that traders 
give Caesar what belongs to Caesar, plus a little more to fill their pockets” (Widdowson, 2013: 11).

Analyzing the above provisions, it can be noted that corruption in the customs authorities originated 
in the form of bribery, but it is fundamentally wrong to consider it the only form of corruption in the 
customs authorities. Publications in the media allow us to state the existence of corruption in the customs 
authorities also in the form of “kickbacks” in the implementation of public procurement, embezzlement, 
clientelism (protectionism).

As for the analytical study of corruption, in general, this issue is not distinguished by a detailed 
study: the authors either pay attention to output statistics only, generalize the dynamics and main trends 
in the development of corruption, without setting as their main goal an appeal to the methodological 
aspects of assessing the phenomenon (Lyakhov, 2012; Krivosheeva, 2013), or disclose certain analytical 
methodologies, including the authors’ ones (Moiseeva, 2018; Polyakov, 2017).

Probably, such fragmentation is due to the complexity of the perception of the phenomenon of 
corruption. Corruption as an object of empirical research can be attributed to the class of complex systems, 
or object-systems, constantly moving from one state to another and becoming more complicated with the 
increase in the number of elements, which leads to:

 – the multidimensional nature of corruption as an object of research;
 – difficulties in taking into account the full range of factors affecting corruption, which, moreover, 

differ in strength and direction;
 – variability, uncertainty of direct consequences of corruption, as well as the presence of indirect 

impacts that are almost impossible to analyze (Polyakov, 2017: 24).
In addition, in practice, the non-aggregated data on corruption are often closed, which also makes it 

difficult to conduct empirical research and develop stable ways to assess the corruption status of both 
States as a whole and individual spheres of public life.

Taking into account the above problems, when analyzing corruption backgrounds, it is advisable to 
follow the methodology developed by the authors. This technique is schematically shown in Figure 1.

Based on the scheme, it is obvious that the main areas of research are the study of the scale of 
corruption, its causes and consequences, while the analytical “core” is the scale of corruption, since two 
other directions are considered on the basis of this indicator.

Each of the areas of analysis involves the use of special tools, which include various analytical methods 
and techniques, sampling of indicators, indexes, etc. The qualitative composition of the analytical 
directions of the authors’ methodology for the customs sphere is given in table 1.

Fig. 1. The authors’ methodology for the analysis  
of corruption backgrounds

Source: authors’ own development

scale analysis
causal 

analysis
impact 
analysis
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Table 1
Qualitative composition of the analytical directions of the authors’ methodology  

for the customs sphere
Analytical direction Tools The contents of the direction

Scale analysis

Analysis of the specialized 
ratings data

To conduct a general analysis and identify prevailing 
trends, data from the Transparency International 
Corruption Perceptions Index are used.

Mirror statistics
Information on the import volumes of a number 
of EAEU countries and information on the export 
volumes of their main partners in foreign trade is 
compared.

Analysis of the number of 
criminal cases, convicted 

persons, etc.

The available indicators characterizing the scale 
of corruption crime are analyzed; the indicators 
determining the level of corruption in customs 
authorities are studied.
The General probabilistic level of corruption of 
customs officials is calculated:
ω = N’ / N (1),
where ω is the General probabilistic level of 
corruption of customs officials, %;
N’ – number of convicted customs officials;
N – number of staff of customs authorities.

Causal analysis and 
impact analysis

Construction of correlation 
models

The link and its intensity between corruption and 
causal indicators / impact indicators are determined.

Source: authors’ own development

Following the sequence of analytical directions, to review the national situation regarding the scale 
of corruption, it is advisable to refer to the data of the Transparency International rating data (operating 
principle: each state is assigned a rating from 0 (high corruption) to 100 (no corruption), according to 
which none of the States for 2015–2018 with the relative stability of the number of points and the gradual 
weakening of the positions of the leaders (Denmark – -3 points in 2018 compared to 2015, New Zealand 
– -4 points in 2018 compared to 2015) did not show a significant breakthrough in positions: countries 
have either made little progress (Kazakhstan – +1 position in 2018 to 2015)or have not reached the level 
of  2015, with a generally weak progressive trend (Armenia is 105th out of 180 in 2018 compared to 
95th out of 167 in 2015, Kyrgyzstan is 132nd out of 180 in 2018 compared to 123rd out of 167 in 2015)
or with a generally weak regressive trend (Russia ranked 138th out of 180 in 2018 compared to 119th out 
of 167 in 2015) (figure 2).

Also noteworthy is the appeal to the global average level of corruption, which during 2015–2018 was 
43 points. In this case, it is indicative that in 2015–2018 this threshold was crossed only by Belarus in 
2017–2018. Therefore, there are objective reasons to consider it the least corrupt among all member States 
of the EAEU.

Returning directly to the customs sphere, it should be noted that during 2015–2018 the proportion 
of customs officials convicted of corruption-related crimes in the total number of convicted of the same 
crimes is:

 – for the Republic of Belarus – 2–3%;
 – for the Russian Federation – 0,3–0,6%;
 – for the Republic of Kazakhstan – 5–8%;
 – for the Republic of Armenia – 1–3%.
 – In general, this results in a relatively low overall probabilistic level of corruption of customs officials:
 – for the Republic of Belarus – 0,3–0,6%;
 – for the Russian Federation – 0,1%;
 – for the Republic of Kazakhstan – 1,5–2,4%;
 – for the Republic of Armenia – 0,9–3,9%.

At the same time, there are no data for the Kyrgyz Republic, however, the use of the mirror statistics 
method (comparison with the data of the people’s Republic of China) allows us to establish the existence 
of a significant discrepancy between the value of imports and exports, which reaches the highest level 
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in 2016 and amounts to about 70–75%. This gives grounds to believe that there is a significant level 
of corruption in the customs authorities.

Qualitatively, corruption in the customs authorities of the EAEU mostly takes the form of bribery. 
One of its main causes, which can be quantified and therefore analyzed, is low wages (for example, for 
the Republic of Belarus, the correlation coefficient between the level of wages and the level of corruption 
for the study period is – 0,84 (strong correlation). This suggests an inverse relationship between these 
indicators). The main consequence of corruption in the customs authorities of the EAEU, available for 
analytical research, is the shortfall of funds in the budget (for example, the Kyrgyz Republic, the correlation 
coefficient between the level of corruption and the amount received in the budget of customs payments for 
the study period is – 0,98 (very strong correlation) which indicates an inverse relationship between these 
two indicators), secondary are inflation, lower inflows of foreign direct investment.

3. Findings
Thus, it is obvious that corruption in the customs authorities is a threat to the national security of the 

EAEU member States and should be reduced to an achievable minimum.

Fig. 2. Ranking of the EAEU member States in the Index in comparison with  
the best and worst indicators in 2015–2018

Source: authors’ own development based on (Transparency International, 2014; 
Transparency International, 2015; Transparency International, 2016;  

Transparency International, 2018)
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The least corrupt state in the EAEU is Belarus, where the level of corruption by 2018 fell below the 
global average, which was not observed in any of the EAEU member States during 2015–2018; the most 
corrupt are Russia and Kazakhstan; the relatively high level of corruption in the region as a whole is due 
to the fragility of the main democratic institutions, which are still in the process of formation and are not 
fully functioning.

Among the customs authorities, the most corrupt is the State Customs Service under the Government 
of the Kyrgyz Republic; the lowest corruption indicators are for the customs authorities of Belarus and 
Russia. One of the main causes of corruption in customs is the low level of salaries of officials; there is a 
strong inverse correlation between the scale of corruption and average wages in the agency.

The most significant consequence of corruption in the customs authorities for the EAEU is the shortfall 
of customs payments in the budget, which increases with the enlargement of its scale.

The main direction of stabilization of the corruption background is seen as increasing the effectiveness 
of the corruption risk management system through:

 – integrated automation (in accordance with the requirements of the Arusha Declaration) and the use of 
information technologies (such as blockchain – technologies on the example of the South Korean Logistics 
service for export clearance (Kang, 2019), which allows to increase the transparency of transactions and 
prevents fraud, strengthening accountability and expanding the control capabilities that is because all the 
information is stored in blocks, which cannot be modified or removed);

 – enhancing cooperation between customs authorities and other state agencies and the business 
community (for example, by drafting anti-corruption pacts and declarations, signing memorandums 
of understanding, etc.);

 – improvement of anti-corruption legal regulation(for example, the introduction of confiscation “in 
rem”, the meaning of which is that at the request of the Prosecutor, the court decides to confiscate to the state 
money and other property that are not the subject of the crime, but found in the suspect or accused, if there 
is sufficient evidence to believe that these funds and property are obtained by these persons without legal 
grounds; the obligation to prove the legality of the origin of the property falls on the owner of this property).
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Стаття розглядає явище корупції, її сутність, причини та наслідки. Соціальні, економічні й політичні 
зміни, спричинені глобалізацією, супроводжуються певними проблемами. Одна з них – корупція. Корупція 
спостерігається на всіх рівнях суспільства в усьому світі: у місцевих і державних органах влади, органах 
громадянського суспільства, судових органах, великому та малому бізнесі, військових та інших службах, у 
тому числі в митній. Корупція становить серйозну загрозу для національної, економічної та інноваційної 
безпеки будь-якої держави. Основна загроза стосується економічної безпеки держави, що впливає на 
розширення тіньової економіки, зростання інфляції, підвищення рівня комерційних і фінансових ризиків, а 
також стимулювання неефективного використання бюджетних коштів. Проблема корупції в Євразійському 
економічному союзі, зокрема в його митних органах, є надзвичайно актуальною. Можна констатувати 
необхідність вивчення чинних методів управління корупційними ризиками в митних органах Євразійського 
економічного союзу, їхніх переваг і недоліків, а також потенційних сфер удосконалення. Всесвітня митна 
організація звернула увагу на міжнародний характер цього явища та розробила єдиний підхід і методологію 
вивчення корупційних процесів у митній сфері. Пильна увага приділяється корупції в митних органах, яка має 
специфічні особливості. Здійснено порівняльний економічний аналіз корупції в митних органах Євразійського 
економічного союзу та визначено, що її обсяг прямо пропорційний обсягу інфляції й обернено пропорційний 
обсягам заробітної плати митних службовців, митних платежів і прямих іноземних інвестицій. З огляду на 
зазначене можна виділити заходи, спрямовані на запобігання корупції та її придушення. Загалом є різноманітні 
інноваційні заходи, які ефективно застосовуються зарубіжними країнами. Розглядаються антикорупційні 
засоби, що використовуються у практиці зарубіжних країн. Визначено шляхи вдосконалення протидії 
корупції, з’ясовано антикорупційні інструменти в митних органах Євразійського економічного союзу.
Ключові слова: державна політика, корупція, корупційні ризики, національна безпека, економічна 
безпека, митні органи, антикорупційні інструменти.
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In the course of assigning expenditure and revenue powers to local self-government, it is necessary to clearly 
define and distinguish between the functions of the state and local authorities, to take into account the real 
needs of newly-created hromadas, to use management technologies based on the foundations of “new public 
management”, and to prioritize the interests of citizens in order to make managerial decisions relevant 
exactly to the local level. In turn, the development of public relations dictates the urgent necessity to search 
for new ideas on governance in modern states, to search for new technologies, new tactics and strategies 
for regulating fiscal decentralization progress, to apply management technologies based on the “new public 
management”, and to prioritize the interests of citizens in order to make managerial decisions relevant 
exactly to the local level. The current conditions of local self-government institution and the form of its 
interaction with the state authorities along with transformation of Ukrainian society and implementation of 
fiscal decentralization policy require in-depth analysis and are of interest for current research. Briefly, the key 
areas of strengthening the financial independence of local self-government are identified, via a clear definition 
of the central and local executive bodies structure and powers, strengthening the role of local, implementing 
the reserves on own revenue base, accounting the financial policies and forms of fiscal support to local self-
governments, introducing the new approaches to the budget process – “new public management”.

Key words: fiscal decentralization, expenditure decentralization, expenditures, spending power, local self-
government.
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FISCAL DECENTRALIZATION: THE PRACTICE OF INTERACTION BETWEEN 
CENTRAL AND LOCAL AUTHORITIES IN UKRAINE AND WORLD

1. Introduction
Ensuring the financial independence of hromadas by strengthening 

the revenue base of local budgets is one of the most important areas 
on improving not only the public finance management system in 
Ukrainian economy, but also improving the institutional system of 
interaction between public authorities in the process of implementing 
financial powers. The scope occupies a special place in the system 
of determinants on “new public management”, development strategy 
on local finances, and becomes the significant counterpoint of official 
and program based documents embodying fiscal decentralization 
in Ukraine (Verkhovna Rada of Ukraine, 1997; Verkhovna Rada 
of Ukraine, 1999; Verkhovna Rada of Ukraine, 2010; Verkhovna 
Rada of Ukraine, 2014; Verkhovna Rada of Ukraine, 2015).

2. Analysis of recent research and publications
Now, researchers note Ukraine still to possess centralized model 

of local budgeting, which is devoid of financial autonomy, which 
own revenues are shaped by intergovernmental transfers and revenue 
ratios. Theoretical and practical aspects as to shaping local budgets in 
the conditions of decentralization on fiscal powers were investigated 
by Ukrainian researchers, areas of interest are as follows:

 – issues on decentralization of local budgets (Pohorielov, 2018; 
Arabchuk, 2016; Bykadorova, 2010; Kovalevych, 2014);

 – prospects and effectiveness of local budgeting (Furdychko, 
2015; Volokhova, 2014; Bucovetsky, Smart, 2006; Piven’, 2012);

 – administrative aspect of reforming local self-government 
institutions (Kravtsiv, 2016; Lunina, 2006);
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 – structural, methodological, tax aspects (Mel’nik, 2013; Panasiuk, 2015; Shults, 2016; Yashina, 
Ryabov, 2015);

 – planning of local finances (Kyrylenko et al., 2015).
Determining the impact of fiscal decentralization on the socio-economic development of the regions 

is presented in the research works of eminent foreign scholars on the theory of fiscal decentralization 
(Chua, 1995; Tiebout, 1956; Easson, Zolt, 2002; Martinez-Vazguez, Boex, 1999; Samimi et al., 2010; 
Shadbegian, 1999; Schneider, 2003).

3. The purpose of the article
The current conditions of local self-government institution and the form of its interaction with the state 

authorities along with transformation of Ukrainian society and implementation of fiscal decentralization 
policy require in-depth analysis and are of interest for current research.

4. Main statements
Despite the legislative consolidation of the new concept of local self-government and the five-year 

practice of functioning of local self-government shaped by hromadas and local authorities in Ukraine within 
this concept, it is premature to regard the local self-government institutionalization process as an arranged 
one, to assume local public authorities to be independent, and the civil society with its infrastructure to 
be completed to the full. To highlight, the key objective of fiscal decentralization, still, is to strengthen 
the financial foundations of local self-government, to improve the institutional system of interaction 
between public authorities and local self-government bodies, especially in the context of spending 
powers. Implementation of the concept of financial support of local self-government in (Verkhovna Rada 
of Ukraine, 1997; Verkhovna Rada of Ukraine, 1999; Verkhovna Rada of Ukraine, 2010; Verkhovna Rada 
of Ukraine, 2014; Verkhovna Rada of Ukraine, 2015) was to ensure the strengthening and balance of local 
budgets through the redistribution of revenue and expenditure powers on different public authority levels 
and the application of new methodological approaches to budgeting.

These approaches include, in particular: redistribution of an expansive definition of local budgets 
own revenues; the transition to set up medium-term financial planning at the local level (Lunina, 2006; 
Pohorielov, 2018); the introduction of results-oriented budget planning methods and improving the 
efficiency of local budget expenditures. The fruits of financial decentralization and subsequent reform 
of the budget process in Ukraine resulted in a number of changes those possess an ambiguous impact on 
local authorities (Larina, 2013; Serebrianska, 2015), so that the ambiguities in the territorial organization 
of local self-government were eliminated, the competences of local government institutions were defined, 
the revenue powers and expenditures of local self-government bodies were delimited.

Within the main trends in Ukraine, the movement has started:
 – to ensure the compliance as to revenue authority and expenditure commitments of local budgets;
 – to balance local budgets by means of securing permanent income sources;
 – to elaborate the mechanisms to eliminate and to prevent the emergence of unfunded expenses;
 – as well as to elaborate the mechanisms to finance the public powers shifted on local level;
 – to formalize the procedures for providing financial assistance to hromadas from the local and central 

budgets.
At the same time, strengthening the financial autonomy of hromadas remains an urgent task.
So far, regarding the Central and Eastern Europe countries with transitive economies, the process 

of fiscal decentralization also reveals many problems and contradictions. The main objective there is 
to resume economic growth, while preserving the entire system of social guarantees in the provision 
of public goods (De Sil’va, Kurlyandskaya, 2006). Thus, carrying out the budget decentralization in 
the former socialist countries was marked by some progress, but the degree of decentralization varies 
significantly depending on the level of development of public systems, the fairness of the redistribution of 
financial resources, the quality of the dialogue between the central government and local authorities, and 
the strength of the political, economic and financial situation of the territorial formations. To continue, 
researchers also highlight the “image-building” point: the new democratic governments aimed at getting 
rid of the phenomena associated with the communist past, one of which was extremely centralized 
governance (Rodrígues-Pose, Krøijer, 2009).

That is the experience of many developing countries with transitive economies (India, Argentina, 
Brazil etc.), local authorities were unable to adequately solve the tasks shifted down, which was caused 
by various reasons (mainly due to the lack of necessary institutional conditions) and generally led to the 
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discrediting of decentralized government (Larina, 2013; De Sil’va, Kurlyandskaya, 2006; Shah, 2006). 
In turn, effectiveness of decentralization is demonstrated by the federal states with a high degree of 
budget decentralization and stable macroeconomic indicators (Germany). According to experts (Larina, 
2013; Shakh, 2010; Lunina, 2010; Martinez-Vazguez, Boex, 1999; Samimi et al., 2010; Shults, 2016; 
Shah, 2006; Tiebout, 1956; Volokhova, 2014), those states are increasingly approaching the balance of 
“centralization – decentralization”. These achievements are based, first of all, on the politically correct, 
socially and economically justified rules and mechanisms for coordinated distribution of powers and 
resources at the levels of administration.

For instance, fiscal decentralization in Germany was initiated by the report of the German Association 
of Municipalities (Gemeindeverband) on updating local governance, where the following were underlined 
as the main ideas of the reform:

1) the concept of “product” (all the results of the authorities’ activities and the services provided 
are described by the term “product”). In Ukraine, this concept is closely related to the issue of the term 
“guaranteed services” (Item 1 of article 86 of the Budget Code of Ukraine). Up to now, the Budget Code 
of Ukraine does not clearly define the concept of “guaranteed services”. That is, an important factor that 
negatively affects the performance and financing of the functions of central and local authorities, and is 
inconsistent with the legislative norms (Verkhovna Rada of Ukraine, 2010; Verkhovna Rada of Ukraine, 
1997; Bykadorova, 2010);

2) the creation of quasi-autonomous units being responsible for specific services and the resources 
needed to provide the services mentioned;

3) the result-oriented budgeting and reporting system based on stated performance indicators. To note, 
one of the main advantages of the German municipal finance system is its independent distribution of tax 
revenues, local budget revenues in industrialized countries, on average, can be structured as follows, 50% 
of local income is generated from taxes, 20% – consumer fees, and 30% – transfers from the upper power 
authorities (Shah, 2006; Shakh, 2010: 63).

Benefiting over this principle, local authorities receive a stable income and are not dependent on a local 
business tax or on a commercial tax. Moreover, the distribution of tax revenues has an advantage over 
vertical subsidies, since central authorities mainly use subsidies to motivate or punish local authorities.

Since 1990-s, Ukraine also has a policy of equalizing the financial condition of the regions, which 
sharply polarizes in terms of income. Anyway, in the Ukrainian version, the system still does not show 
high performance results. In conditions of exceptionally uneven economic development of the territory, 
support for economically inefficient regions was carried out first through tax incentives, which led to the 
formation of “gaps” in the state budget, then through subsidies and subventions”.

Currently, the opinion on the necessity to switch to a policy of financial support for financially weak 
regions due to financially strong regions is giving way to competition among regions for obtaining 
support by independently attracting investment and business. This will allow to gradually replace budget 
allocations with own revenue sources, stimulating local authorities to open new enterprises, create jobs 
and to advance the infrastructure.

However, the denial of the ability of local administrations to pursue an effective budget policy is 
based on arguments, as follows: the development of tax autonomy at the local level can lead to increased 
territorial imbalance even in the case of an optimally shaped system of differentiating costs and incomes 
due to levels of government. Nowadays, the state level represents the state budget, at the local levels – 
oblast budgets, budgets of cities of regional/oblast importance, budgets of the hromadas, rayon/district 
budgets, as well as rural, settlement budgets and budgets of cities of rayon importance. To go on, in 
Ukraine, citizens often are employed in enterprises and establishments located outside the recently residing 
territorial community. This kind of situation is quite widespread, in turn, one of the major budget-forming 
taxes (income tax) is credited to the local budget where the legal entity in which the payee is employed 
or located. And the community in which the income tax payer resides finances the services he consumes 
but has no additional tax revenue. There is an imbalance at the local budget level: taxes are paid in one 
community and services are provided in another one.

Accordingly, it would be advisable to form an income tax fund with its subsequent redistribution, which 
takes into account the number of registered enterprises-tax agents, the number of officially registered 
employees, and the total population of the respective territory. In accordance with direct approach of 
public services to the final consumer (Verkhovna Rada of Ukraine, 2010) and for the sake of provision 
the public benefits that have scale and external effects, those public services (guaranteed services) is 
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better to attribute to local authority, later to the oblast level, in particular, such public services as: local 
fire protection, medical services of hospitals of general purpose, garbage disposal services, the provision 
of those are provided to the population of several villages, settlements within, even, different territorial 
communities or hromadas (Verkhovna Rada of Ukraine, 2010; Serebrianska, 2015). It is also advisable 
to keep with these powers of rayon councils for the period of uniting of hromadas, as follows: the power 
to provide the public services to the villages, cities and settlements of various self-government units 
or within different hromadas, medical services covered by public hospitals of general medicine, maternity 
hospitals, protection of social welfare, fire protection, waste disposal, construction, reconstruction, repair 
and maintenance of public highways.

The main risks to fail the fiscal decentralization in terms of effective public interaction and delegation  
of powers are:

1) the initial limited financial competence of local authorities, their tendency to finance day-to-day 
consumption (rather than increase investment costs), and low administrative capacities that do not allow 
the efficient use of local tax potential and provide local public goods, taking into account the needs of the 
population;

2) the system of inter-budget transfers, which is being formed as a “counterbalance” to territorial 
imbalances, can have a negative impact, as growing transfers generate dependence of the local budget 
policy and, in fact, are a compensation for ineffective actions of local administrations;

3) inefficient management of the local budget due to the lack of professionals, properly shaped and 
trained stuff and/or low qualification of local officials to perform new functions, to specify: a) lack of 
strategic planning, including the formulated strategy and timetable for its implementation; b) lack of 
qualified specialists; c) lack of time to accomplish the set goals in the presence of high expectations about 
the results of fiscal reforms;

4) corruption risks, which somehow correspond to a previous statement, increasing, the possibility to 
merger the state and business at the local level, since a large part of local deputies are representatives of 
the same business, arose opportunities for bribes, ways to corrupt of public funds;

5) the issue of distribution the powers between local self-government and executive authorities in 
general, as well as the functions and powers between local councils (rayon/oblast rada) of united territorial 
communities (hromadas) and rayon state administrations and rayon radas are not settled yet;

6) as the very climax of all above mentioned, that flows and directly reveals both the society 
preparedness for reforms and the work done by state and local authorities in order to prepare the society for 
above mentioned reforms. So in terms of the ordinary inhabitants, the stereotypes and misunderstandings 
accompany with the fiscal decentralization are still retained. It all leads to the lack of support for the 
decentralization in hromadas emerging, as well as to resistance from local administrations and local 
councils (radas), local authorities, civil society institutions and civic organizations.

In general, the experience of the other countries shows (Shakh, 2010; Shah, 2006; Rodrígues-Pose, 
Krøijer, 2009; Samimi et al., 2010; De Sil’va, Kurlyandskaya, 2006) that the reform of the budget process 
on a new conceptual basis is a multi-stage, iterative, long-lasting process being slightly opposed by locals, 
along it is notable to inevitably change and improve specific methods of managing revenues and expenses. 
So that, in those countries, to name Germany, where the principles of budgeting by results are being 
consistently implemented, authorities and the public find the positive effect of fiscal decentralization 
initiation. At the same time, the effectiveness of the decentralization tools itself is rather difficult to 
quantify in modern conditions.

5. Conclusions
In order to summarize the above noted issues, the following key areas of strengthening the financial 

independence of local self-government can be identified, first of all, via a clear definition of the central 
and local executive bodies structure and powers, and:

1) strengthening the role of local taxes in the formation of the revenue side of local budgets, as well as 
securing to local authorities the additional taxes or deductions and “guaranteed services”;

2) to find and to implement the reserves for the formation by local self-governments own revenue 
base, creating a system of incentives to pursue an active policy to build up own tax and non-tax sources of 
income, improving the efficiency of budget expenditures by moving to program structure, and improving 
local finance management;
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3) to promptly account the implementation of financial policies and the choice of forms of fiscal support 
to local self-governments to accumulate own fiscal potential and to lift the self-effectiveness, to stimulate 
the result-oriented budgeting and reporting system based on stated performance indicators;

4) to introduce to the general public new approaches to the budget process, according to the 
concept of a “new public management”, in order to prevent social resistance to fiscal decentralization 
implementation.
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ОРГАНІВ ДЕРЖАВНОЇ ВЛАДИ Й ОРГАНІВ МІСЦЕВОГО САМОВРЯДУВАННЯ  
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У процесі реалізації повноважень зі встановлення й реалізації видатків і доходів у процесі фінансової 
децентралізації необхідно чітко розрізняти функції державних та місцевих органів влади, враховувати 
в роботі реальні потреби новоутворених громад, використовувати управлінські технології, залишати 
пріоритетними інтереси саме громадян, а також розробляти та приймати управлінські рішення, значимі 
для місцевого рівня. У роботі використані такі методи дослідження, як аналіз і синтез, порівняння 
та узагальнення. Сучасний стан і перспективи розвитку інституту місцевого самоврядування та 
форми його взаємодії з органами державної влади разом із трансформацією українського суспільства й 
реалізацією політики фінансової децентралізації потребують глибокого аналізу та становлять інтерес 
для цього дослідження. У статті визначено ключові напрями посилення фінансової незалежності 
місцевого самоврядування такими шляхами: чіткого визначення структури й повноважень центральних 
і місцевих органів виконавчої влади; посилення ролі місцевих органів влади; упровадження резервів щодо 
створення власної дохідної бази, форм фінансової підтримки та стимулювання місцевого самоврядування; 
упровадження нових підходів до бюджетного процесу, зокрема концепції “new public management”.
Ключові слова: бюджетна децентралізація, децентралізація видатків, видатки, видаткові 
повноваження, місцеве самоврядування.
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The effective operation of the financial sector is a necessary condition for economic development. The 
government budget, in its turn, is one of the most critical components of an integrated financial system. Since 
the formation, redistribution and use of a significant proportion of resources accumulated in the budget is the 
responsibility of the public finance sector, a prudent fiscal policy is vital for successful social and economic 
regulation. Optimizing the budget of Ukraine becomes particularly urgent under the tense economic and 
fiscal situation, reduced investment attractiveness, increased budget deficit and public debt. In particular, an 
important aspect is to ensure the balance of budget revenues and expenditures, because in the case of deficit 
(excess of spending over receipts), the state’s dependence on external borrowing resources increases, thus 
reducing the level of financial security and creating unfavorable conditions for the economy. The optimal 
structure of incomes and expenditure contributes to macroeconomic stability.
Tax policy as a method of the state budget balancing should be balanced, because tax increases are effective only 
to a certain level. In order to avoid a negative impact on economic growth, it is worth looking at and expanding 
the tax base without increasing rates. The level of taxation should be socially fair and economically optimal.
An additional emission of money to finance the budget is used during the implementation of the budget policy, 
but it can have a very negative effect in the form of inflation’s increase. Therefore, the growth rate of the 
money supply in the country should not exceed the growth rate of GDP.
Also, in order to balance state revenues and expenses, loans are used, both internal and external. By issuing 
and selling government securities, or receiving another tranche from the IMF, the state receives additional 
financial resources to cover the deficit, but in this case, public debt increases.
It is important that the optimization of the state budget takes place in both directions, both in terms of 
income and expenditure, since in order to solve social problems, ensuring economic growth, supporting 
entrepreneurial activity, and regulating the economy, an adequate resource base are needed. At the same 
time, the optimal allocation of funds in conditions of limited resources is important in order to achieve the 
maximum positive socio-economic effect.
The article defines theoretical approaches to determining the nature of revenues, expenses and expenditures 
of the budget, examines the general scheme of control of the state budget, the basic concepts of balancing the 
state budget, develops a conceptual scheme of the state budget optimization based on the balance of income 
and expenses.
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METHODICAL APPROACH TO CONSIDERATION OF THE GOVERNMENT  
BUDGET OPTIMIZATION BASED ON INCOME AND EXPENDITURE BALANCING

1. Introduction
Under today’s economic instability and reforms, there is a need 

to revise and transform tools for creating and use of budget revenue, 
as well as the system for managing budget expenditures. This is 
evidenced by an increase in the budget deficit, an increase in the 
cost of servicing public debt, both external and internal, lowering 
the standard of living of the population and stagnation in economic 
development. In this context, there is a need to create a well-worked 
mechanism for optimizing the government budget.

2. Literature review
While developing an effective system of budget optimization, an 

in-depth understanding of its theoretical essence is an indispensable 
condition. Thus, it is necessary to analyze the approaches of scientists 
to identify economic categories such as “the government budget”, 
“optimization” and “fiscal policy”.
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Ukrainian scholars I.F. Komarnytskyi, Yu.I. Onyshchenko, and L.K. Voronova consider the government 
budget as a centralized cash (money) fund (Komarnytskyi, 2006; Voronova, 2006; Onyshchenko, 2009). 
This approach is quite logical, keeping in mind the understanding of the budget functions emphasized 
by I.F. Komarnytskyi. That is, this author notes that the funds of this centralized fund are intended to 
finance the state apparatus, the armed forces, as well as to ensure the performance of socio-economic 
functions. Yu.I. Onyshchenko provides a rather brief and general definition of the government budget, 
noting that this is the main fund of financial resources and the determining part of public finance. The 
Voronova’s interpretation is similar to the definition by I.F. Komarnytskyi, whose focus is, however, on 
the appointment of the fund not only to ensure the performance of the state functions, but also to support 
the activities of local self-government bodies.

The next approach to defining the “government budget” term is based on its understanding as the 
state financial plan. P.V. Krush, O.V. Klymenko, O.Ya. Stoiko, and D.I. Dema support this point of view. 
According to the authors, the budget is a business plan of the country’s income and expenditure, with the 
first two scientists’ focus on the one-year plan period (Stoiko, 2014; Krush, Klymenko, 2010). In this case, 
scientists pay more attention to the formal expression of the budget than its essence and purpose.

This echoed the Mochernyi’s point of view, who sees the budget as an estimated cost of annual incomes 
and expenditures of the state that is pre-designed by the government and approved by law (Mochernyi, 
2000). This definition is similar because the estimate is a financial-planning document in its form. Unlike 
previous interpretations, the author focuses on the stages preceding the government budget implementation, 
namely the stages of development and approval.

A.H. Zahorodnii and Yu.M. Barskyi give quite generalized definitions of the government budget. 
A.H. Zahorodnii makes monetary terms the basis of this concept interpretation while ignoring this fund 
assignment (Zahorodnii et al., 2002). Yu.M. Barskyi interprets the concept as a detailed description of the 
expenditure and financial plans of the authorities at different levels, not taking into account the revenue 
part of the budget and its value (Barskyi et al., 2010).

It is necessary to emphasize the approach considering the government as the financial and economic 
(monetary) relations. This approach is widely supported. From this perspective, the concept is considered 
by A.V. Holovach, K.V. Zakhozhai, N.A. Holovach, V.I. Ospishchev, L.O. Omelianovych, Yu.S. Stoian, 
M.O. Danevych, M.Y. Mats, N.O. Kadatska, O.D. Vasylyk, and M.I. Kulchytskyi.

An English scientist N. Kaldor and Russian scientists K.A. Zimarin and Yu.A. Zakirova consider the 
government budget as the primary tool for centralizing, distributing and redistributing resources (gross 
social income) (Kaldor, 1939; Zimarin, Zakirova, 2014). Thus only N. Kaldor focuses on the goal of 
such a division and redistribution, namely maximizing the welfare of society as a whole. This is a rather 
generalized interpretation, which in general captures the essence of the concept.

African scholars M. Anyanwaokoro and I.P.P. Okolie state that the government budget is an annual 
financial report that reflects income and expenditure for the fiscal year adopted by the legislature, approved 
by the President and submitted by the Minister of Finance of the country (Anyanwaokoro, Okolie, 2016). 
Given the mechanism for budgeting, which involves planning income and expenditure for the coming 
year, it is inappropriate to consider the concept as a report.

J. von Hagen (Germany) and I.J. Hardend (Britain) interpret the government budget as a list of incomes 
and expenditures for a specified period of time that the government plans and is entitled to carry out 
during the period under consideration (Hagen, Hardend, 1995). This definition reflects the essence of 
the government budget, but it neither captures its form nor defines the allocation of the budget.

A group of UK authors, J.A. Kay et al. focus on the fact that the government budget is the predictable 
expenditure and revenues for the coming fiscal year (Kay et al., 2018). This a rather brief interpretation 
that accurately reflects the essence of the economic category. However, as in the previous case, the form 
and purpose are not sufficiently defined.

German scientists H. Rühle and H.-J. Veen understand the government budget as the highest level 
of aggregate budget, which includes all state incomes and public expenditure (Rühle, Veen, 1979). 
The peculiarity of this definition is putting the government budget to a separate level, which is connected 
with the specifics of the given country’s budget system.

Consequently, as a result of the analysis of different approaches to the definition of the “optimization” 
concept, we give our own definition, according to which, optimization is a process of improving the 
efficiency of economic activity or its product through the development, search and choice of best methods 
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and solutions under existing conditions. If we consider the concept of optimization in terms of the budget, 
then we propose a more specific definition, namely, optimization is a set of measures aimed at achieving 
a high level of efficiency in the formation and use of financial resources.

Fig. 1. Using the structural and decomposition approach to the interpretation  
of the essence of the “government budget optimization” concept

Note: compiled by the author

Table 1
Theoretical approaches to defining the nature of the government budget income
Source Definition

Budget Code of Ukraine 
(Verkhovna Rada of Ukraine, 

2010)

Tax, non-tax and other non-refundable proceeds, which are stipulated 
by the Ukrainian legislation (including transfers, fees for providing 
administrative services, own receipts of budgetary institutions).

Ministry of Finance  
of the Russian Federation 

(Dokhody byudzheta)
Cash in the budget, except for funds that are sources of funding  
for the budget deficit.

Budget Code of the Russian 
Federation (State Duma, 1998)

Cash received in a non-refundable and irrevocable manner according 
to the RF legislation at the disposal of the RF public authorities, the RF 
members and local self-government bodies.

Yu.V. Pasichnyk  
(Pasichnyk, 2006)

Part of the centralized financial resources of the state, which are regulated 
by the relevant regulatory acts and necessary for the performance of its 
functions.

N.D. Chala & L.V. Lazorenko 
(Chala, Lazorenko, 2010)

Part of the centralized financial resources of the state necessary for the 
performance of its functions; the financial basis of state activity.

I.H. Blahun, R.S. Soroka &  
I.V. Yeleiko (Blahun et al., 

2007)
Legal standard-based compulsory and voluntary budget revenues used by 
the state to perform its functions.

V.I. Ospishchev  
(Ospishchev, 2008)

Monetary relations between the state and legal entities and individuals 
in the process of alienating and accumulating a share of the GDP value 
in the general non-state fund for the purpose of their further use, that is, 
for the state to perform its functions.

T.O. Frolova (Frolova, 2011) Cash received in a non-refundable and irrevocable manner following 
the current classification and the existing legislation.

K. Amadeo  
(Amadeo, Anderson, 2020)

The total amount of tax revenue received by the federal government 
each year.

US Tax Policy Center 
(Peter G. Peterson Foundation)

Transactions with taxes, fees and other revenues collected from various 
economy sectors.

A set of measures to achieve a high level
of efficiency in the formation and use of 
financial resources 

Optimization

Detailed financial plan for the creation and use of financial 
resources for the coming fiscal year to ensure the 
performance of tasks and functions entrusted to the state

Government budget

The government budget optimization

The set of measures of public authorities and local governments to optimize and rationalize the formation of the 
budget revenue and its effective use in order to create favorable macroeconomic environment in the country

Budget policy
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Table 2
Theoretical approaches to defining the essence of the government budget expenditures and expenses

Source Definition
S.I. Yurii & Y.M. Beskyd  

(Yurii et al., 2000)
Expenses are economic relations resulting from the disposition of the 
centralized cash fund and its use as intended.

A.H. Zahorodnii, H.L. Vozniuk  
& T.S. Smovzhenko  

(Zahorodnii et al., 2002)

Expenses are economic relations resulting from the government cash 
funds disposition and their use according to the sectoral or territorial 
assignment or according to the intended purpose.

O.D. Vasylyk & K.V. Pavliuk  
(Vasylyk, Pavliuk, 2004)

Expenses are a tool for distributing and redistributing a centralized 
money fund of the state and its use as intended to ensure public 
welfare.

S.О. Bulhakova, L.V. Yermoshenko  
& N.I. Sushko

Expenses are the state’s expenditures at the national level, which are 
necessary for the state to perform its functions.

M.Ya. Azarov, V.A. Kopylov  
& L.K. Voronova (Azarov, 2006)

Expenses are funds for implementation of programs and measures 
envisaged by the law on the government budget for the relevant 
budget year (excluding funds for principal repayment and 
reimbursement of excessive amounts paid to the budget).

L.V. Feshchenko, P.V. Pronoza  
& N.V. Kuzmynchuk  

(Feshchenko et al., 2007)

Expenditures are public payments made on a non-refundable basis; 
targeted use of financial resources to meet the demand for public 
goods and to implement redistributive measures.

Budget Code of Ukraine  
(Verkhovna Rada of Ukraine, 2010)

Expenses are funds directed towards the implementation of programs 
and measures provided for by the relevant budget, except for funds 
for principal repayment and the reimbursement of excess revenues  
to the budget.

Budget Code of the Russian 
Federation (State Duma, 1998)

Expenses are money paid out from the budget, except for funds that 
are sources of the budget deficit financing following the given Code.

Government Budget of the Republic  
of Croatia (Ministry of Finance  

of the Republic of Croatia)
Expenditures are irrevocable current and capital payments, with/
without the use of counter obligations or grants.

The Law on Budget and Financial 
Management of Latvia  
(Sejm of Latvia, 1994)

Expenses mean all payments from the government budget, except  
for funds aimed at principal repayment.

Budget Code of Ukraine  
(Verkhovna Rada of Ukraine, 2010)

Expenditures are budget expenses, loans from the budget, debt 
repayment and placement of budget funds on deposits, purchase  
of securities.

As follows from the analysis of the scientists’ approaches to identifying the “government budget”, 
“optimization” and “fiscal policy” economic categories, we can provide an integrated scheme of the main 
elements of the holistic concept “the government budget optimization” (figure 1).

Given the figure 1 results, it should be noted that optimizing the government budget should be 
understood as a set of measures to improve the efficient formation and use of the budget revenue within 
the framework of budget relations to create a favorable environment for socio-economic development 
in the country.

3. The purpose of the paper is to explore theoretical approaches to determining the nature of revenues 
and expenditures of the budget, to consider the control scheme, the basic concepts of balancing and 
optimization on the basis of balance of income and expenses.

4. Main material
Nowadays, an effective system of income and cost management of the government budget in Ukraine 

is a priority area of fiscal policy. Optimizing the government budget is a crucial task, as financial resources 
are limited, and the deficit budget is overloaded with external loans. Only subject to an increase in the 
efficiency of the formation of the budget revenue and the use of the expenditure it is possible to balance 
them, and, consequently, to improve the socio-economic development of the country.

Usually, researchers separate the income management system from the expenditure management 
system. Given the role of the budget revenue, which is to provide financing for the implementation of the 
tasks set before the state, and taking into account the role of the expenditure part, which is to maximize the 
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Table 3
Theoretical approaches to the concepts of managing the government budget,  

its revenues and expenses

Source The essence of the government budget management, its revenues and 
expenses

N.V. Dubinets  
(Dubinets, 2014)

Budget revenue management is a complex system consisting of governing 
bodies and the process of management itself.

Yu.V. Sybirianska  
(Sybirianska, 2007)

Budget revenue management is a set of forms and methods for organizing 
the system of budget revenues and forming budgetary resources to ensure 
the timeliness and completeness of budget revenues.

T.S. Naboka  
(Naboka, 2015)

Budget expense management is a set of measures, forms and methods for 
organizing a system of budget expenditures that financial departments and 
other state institutions use to justify the directions and scope of their use in 
order to ensure that the state performs its functions.

Budget Code of Ukraine 
 (Verkhovna Rada  
of Ukraine, 2010)

Managing the government budget is a set of actions of the budget process 
participant in accordance with his powers related to the formation and use 
of budgetary funds, control over the observance of budget laws aimed at 
achieving the goals, objectives and concrete results of their activities and 
ensuring effective, efficient and targeted use of budget funds.

B.S. Maluniak,  
V.S. Tolubiak, V.P. Horyn  

& V.V. Pysmennyi 
(Malyniak, 2015)

Government budget management is a set of interrelated actions (managerial 
functions), methods, and techniques, directed towards the managing income 
and expenditure of the state and relations arising in the course of their 
movement.

S.M. Frolov & I.D. Skliar  
(Frolov, Skliar, 2012)

Management of the government budget is the targeted influence of the state 
financial bodies on budgetary relations that arise in the process of formation 
and use of financial resources.

V.H. Demianyshyn &  
H.B. Pohrishchuk 

(Demianyshyn, Pohrishchuk, 
2015)

Management of the government budget is a combination of two components:  
the totality of governing bodies and the stages and methods of management 
activities in the budget process.

Yu.I. Cherkasova  
(Cherkasova, 2001)

Management of the government budget is a set of budget relations on the 
formation and use of the budget fund of the country.

O.D. Vasylyk  
(Vasylyk, 2000)

Control of the government budget is a set of forms and methods of 
targeted influence of the state on the formation and use of centralized and 
decentralized stock resources that are at the disposal of government bodies.

Encyclopedia of American 
Political Parties and 

Elections (Pritzker, 2017)

Management of the government budget means generating income (money 
coming to the state from different sources) and approving expenditures 
(funds spent on public functions and servicing public debt).

efficient use of available financial resources, we consider it more expedient to consider the management 
mechanism in a complex manner, including both systems.

It is worth noting that to build a coherent picture of the system of income-cost management of the 
government budget, it is necessary to consider the essence of the objects of control. The theoretical 
approaches to the definition of the nature of the government budget income are shown in table 1.

Making the analysis of theoretical approaches to the definition of the government budget revenues 
essence, we need to interpret this concept. In our opinion, the revenues of the government budget are 
funds accumulated centrally in the form of tax, non-tax and other revenues in accordance with the current 
legislation in order to ensure the performance of functions entrusted to the state.

We will further move to other aspects of the government budget – its expenditure and expenses. 
The theoretical approaches to the definition of the essence of expenditures and expenses of the government 
budget are shown in table 2.

Thus, having analyzed various approaches to the definition of expenses and expenditure of the 
government budget, we consider the government budget expenditure as the channeling the financial 
resources, which are previously accumulated in the government budget, for the implementing target 
programs by the state, measures, granting of credits from the budget, debt repayment, placement of funds 
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on deposits, purchase of securities in the next budget year to ensure public prosperity and economic 
growth of the country.

Having considered the essence of budget expenses and revenues it is possible to discuss the issue of 
managing the government budget, its incomes and expenses (table 3).

Having analyzed different theoretical approaches to the concepts such as the management of the 
government budget, its revenues and expenditures, one can conclude that the concept of “government 
budget management” is considered the most in scientific literature, the term “budget revenue management” 
is rare and more rarely the “budget expenditure management” term appears.

Thus, summing up the analysis of theoretical approaches to the above concepts, we can note that it is 
necessary to consider the control of the government budget revenues as a set of decisions and actions of 
the budget process participants on the formation of budget funds in order to achieve the goals and fulfill 
the tasks assigned to the state. In turn, the management of the government budget expenditures is a set 
of decisions and actions of the budget process actors on the using the budget funds and controlling this 
process for the effective implementation of state targeted programs and measures in the budget year.

The management of the government budget is a set of interconnected decisions and actions of the 
government budget actors on the formation and use of budgetary funds, as well as the control of this 
process in order for the state to successfully perform all its functions for the purpose of ensuring public 
prosperity and economic growth of the country.

It is also necessary to separately formulate the concept of “management of the budget expenditure”, 
since, as previously discussed, expenditures are broader than expenses. Thus, the budget expenditure 
management is a set of decisions and actions of the budget process participants on the use of budget funds 
and control of this process in order for the state to effectively perform its functions in the fiscal year.

Consequently, an in-depth understanding of the issues raised above allows us to construct a generalized 
scheme for managing the government budget (figure 2).

The scheme clearly shows that budget management is a set of management processes, both concerning 
the revenues of the government budget and its expenditure. Therefore, while developing a system for 
government budget optimization, it is necessary to consider the management of the government budget 
in an integrated manner.

Thus, after considering the main issues of managing the incomes and expenditures of the government 
budget in the context of its optimization, it is possible to proceed to consider ways to optimize and assess 
the efficiency of income generation and implementation of budget expenditures.

 
Fig. 2. Overall control scheme of the government budget

Source: compiled by the author

A set of decisions and actions of the budget process actors on 
the formation of budget funds in order to achieve purposes and 
perform tasks assigned to the state.

A set of decisions and actions of the budget process participant 
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for the state to effectively perform its functions in the fiscal 
year.
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Today’s situation, the problem of optimizing the government budget with a view to its balancing is 
extremely urgent. The researchers distinguish three main concepts of the government budget balance 
(figure 3).

 
Fig. 3. Basic concepts of balancing the government budget

Source: compiled by the author based on (Sova, 2006)

The concept of annual balancing involves equality of incomes and expenses for each fiscal year. With 
such a balance, the state can stop inflation, allocate funds towards investment, boost economic growth. 
According to this concept, fiscal policy cannot contribute to fiscal balancing, since even with a reduction 
in taxes, household demand and their expenditure do not increase due to the increase in savings due to 
expectations of higher taxes in the future.

The government budget optimization 

Optimizing the formation of the 
government budget income 

Optimization of the government budget 
expenditure 

Restructuring and revising taxes 

Creating favorable environment for business 
development and investment inflow into the economy 

Improving the efficiency of budget programs
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administration system 

Improving the mechanism to regulate the 
order of tax payment 

Improving the efficiency of the government 
budget debt burden programs

Social expenditure review programs 

  

Directing income to economic development programs

  

Medium-term 
forecasting and 

planning 

Regulation Control 

Balancing income and expenditure of the government 
budget 

 
Fig. 4. Conceptual scheme of the government budget optimization based  

on the income-expenditure balance
Source: compiled by the author
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The essence of the balancing concept throughout the economic cycle is to align incomes and 
expenditures, increasing the latter during the recession, and by reducing expenditure and increasing taxes 
during the period of economic growth. Under this concept, fiscal policy can have a positive impact on the 
government budget.

According to the concept of functional finance, balancing the government budget is a derivative aspect 
of the economic balance. That is, equalizing the government budget revenues and expenditures should be 
after the macroeconomic stability has been achieved. In general, the budget deficit has a certain positive 
impact on the economicy development.

To sum up, we get a conceptual scheme of the government budget optimization based on balancing of 
incomes and expenditures (figure 4).

While optimizing the state budget expenditures, it is first necessary to create an effective mechanism of 
medium-term planning and forecasting; to take into account the priorities of socio-economic policy when 
creating budget programs; to increase the share of capital expenses and spending on the development of 
state-owned enterprises; to rationalize expenses on the social sphere; to form an effective system of control 
for use of budget funds.

5. Conclusions
As a result of the research, theoretical approaches covered in Ukrainian and foreign sources regarding 

the definition of economic categories “government budget”, “optimization”, and “fiscal policy” were 
systematized. The author’s own vision of these definitions has been formed.

Given the theoretical conceptualization of the government budget optimization, a structural and 
decomposition approach to interpreting the essence of the “government budget optimization” concept 
was used to construct a comprehensive scheme.

Theoretical approaches to the concepts of the government budget management, its revenues and 
expenditures are systematized, and the interpretation of definitions is supplemented. On the basis of an 
in-depth analysis of terms, a generalized scheme of the government budget management was constructed.

The basic concepts of the government budget balance and methods of its balancing are considered. 
The ways to optimize and assess the efficiency of income creation and expenditure realization of the 
government budget are considered. Based on the analysis, a conceptual scheme of the government budget 
optimization was formed through income and expenditure balancing.
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Ефективне функціонування фінансового сектору є базовою умовою розвитку економіки. Своєю чергою 
бюджет держави є одним із найважливіших складників цілісної фінансової системи. Оскільки за 
формування, перерозподіл і використання вагомої частки ресурсів, акумульованих у бюджеті, відповідає 
сектор державних фінансів, для успішного соціально-економічного регулювання важлива виважена 
бюджетна політика. Особливої актуальності в умовах напруженої економічної й фіскальної ситуації, 
зниження інвестиційної привабливості, зростання бюджетного дефіциту та державного боргу набуває 
питання оптимізації бюджету України. Зокрема, важливим аспектом є забезпечення збалансованості 
доходів і видатків бюджету, адже в разі дефіциту (перевищення видатків над доходами) підвищується 
залежність держави від зовнішніх позикових ресурсів, а отже, знижується рівень фінансової безпеки та 
загалом формуються несприятливі умови для економіки. Оптимальна структура доходів і витрат сприяє 
макроекономічній стабільності.
Податкова політика як метод збалансування державного бюджету має бути зваженою, адже підвищення 
податків є дієвим лише до певного рівня. Для уникнення негативного впливу на економічне зростання варто 
переглядати та розширювати базу оподаткування, не збільшуючи при цьому ставки. Рівень оподаткування 
має бути соціально справедливим та економічно оптимальним.
Додаткова емісія грошей для фінансування бюджету використовується в ході реалізації бюджетної 
політики, проте може мати вкрай негативний ефект у вигляді збільшення темпів інфляції. Тому темпи 
зростання грошової маси у країні не повинні перевищувати темпи зростання ВВП.
Також із метою зрівноваження доходів і видатків держави використовуються позики, як внутрішні, так і 
зовнішні. Завдяки випуску й продажу державних цінних паперів або отриманню чергового траншу від МВФ 
держава отримує додаткові фінансові ресурси для покриття дефіциту, проте в цьому випадку зростає 
державний борг.
Важливо, щоб оптимізація державного бюджету відбувалася в обох напрямах (як щодо доходів, так 
і стосовно витрат), оскільки для вирішення соціальних питань, забезпечення економічного зростання, 
підтримки підприємницької діяльності, регулювання економіки необхідна достатня ресурсна база. Водночас 
не менш важливим є оптимальний розподіл коштів в умовах обмеженості ресурсів із метою досягнення 
максимального позитивного соціально-економічного ефекту.
У статті наведено теоретичні підходи до визначення характеру доходів, видатків і витрат бюджету, 
розглянуто загальну схему контролю державного бюджету, основні концепції збалансування державного 
бюджету, а також розроблено концептуальну схему оптимізації державного бюджету на основі балансу 
доходів та витрат.
Ключові слова: бюджет, доходи, витрати, баланс бюджету, грошова маса.
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Purpose. The article covers the impact of globalization on the development and formation of the Ukrainian 
society.
Methods. The study used general scientific and special methods: scientific generalization and systematization 
– to determine the characteristics of globalization; comparative analysis – to compare the development of 
the countries that are members of the European Union with other countries whose government is seeking 
integration with Europe; systematic analysis – to identify the positive and negative aspects of the impact 
of globalization on the socio-economic and political development of some countries in the world; logical 
synthesis – to explain the results of the research.
Results. It has been researched that globalization as a whole and world economic relations, in particular, is 
an objective process that expresses the totality of conditions of development of the modern world community 
and, first of all, scientific and technical and economic progress. This is an inevitable stage of the ascension 
of humanity to new horizons, which ultimately has positive beginnings, but at the same time is not devoid of 
serious and large-scale contradictions, and therefore does not exclude negative influences. It is analyzed that 
the main negatives of globalization is the dominance of the “wealthier” country over the less developed in 
the economic and even cultural spheres. The downsides also include the commercialization of the cultural 
values. Globalization in its present form is subordinated to the interests of the world capital (transnational 
corporations) operating using the military-political power of the leading Western powers. However, these 
states themselves are leading the world globalization process in the pursuit of their own geopolitical interests.
Conclusions. It is determined that the functioning of the economy of Ukraine does not comply with international 
legal norms in terms of taxation system, regulatory system, transparency of financial transactions, etc., which 
is the cause of unfavorable investment climate. Despite the high level of declarations made about the need to 
attract foreign investment, there is in fact no sound policy strategy for the creation of a favorable investment 
climate.
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THE GLOBALIZATION PROCESS OF THE UKRAINIAN SOCIETY  
AS A UNIVERSAL FORM OF HISTORICAL DYNAMICS

1. Introduction
The positive impact of globalization is the significant and steady 

increase in world industrial production and trade, the almost universal 
decline in inflation, the widespread introduction of new principles 
and methods of the economic activity. The current undeniably high 
rate of the structural change, for certain, cannot be stored indefinitely, 
as there are actually limits to how far globalization processes can 
go. Full-fledged globalization – in which trade and finance are 
regulated only by a risk-adjusted rate of return, and in itself the risk 
factor does not depend on distances and national borders – is hardly 
achievable. Globalization in general and world economic relations, 
in particular, is an objective process that expresses the totality of 
conditions for the development of the modern world community 
and, above all, scientific, technical and economic progress. This is 
an inevitable stage of the ascension of humanity to new horizons, 
which ultimately has positive beginnings, but at the same time is 
not devoid of serious and large-scale contradictions, and therefore 
does not exclude negative influences. Participation in a process that 
is not clear makes such a participant the object of the process, and 
real knowledge makes it possible to influence and benefit from the 
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course of events. We believe that the essence of the process of globalization is that no phenomenon 
(economic, social, legal, political, military, etc.), any process in the society, in our life, however large or, 
by contrast, small was, can not be considered as itself. The interconnectedness and interdependence of 
individual actions, phenomena and processes is intensifying, requiring the consideration and evaluation 
of the opposite effect, of all consequences, both close and distant, in the immediate and remote areas.

2. Literature review
This topic has been explored by many national and foreign scholars and practitioners, in particular 

V. Andrushchenko, V. Volynka, V. Liakh, V. Pazenko, M. Mykhalchenko, R. Voitovych (Voitovych, 
2012), O. Molnar (Molnar et al., 2006), Y. Pavlenko (Pavlenko, 2000), A. Pekhnyk, Y. Prysyazhnyuk 
(Pekhnyk, Prysiazhniuk, 2018), V. Sidenko (Sidenko, 2012), S. Sokolenko (Sokolenko, 2002), O. Toffler, 
R. Robertson, M. Castels, F. Fukuyama, S. Huntington and others. The scientists have thoroughly explored 
the main problems and prospects of integration policy in Ukraine in the age of globalization.

3. The purpose of the article is to explore the concept of “globalization”, its main directions, 
advantages and disadvantages.

4. Empirical results
Ukraine has the potential to become not just a European, but a global state, and if it adopts and 

develops global values, it will be able to become even higher than Europe. Europe is now living rather 
than global values, but European values, and globalization is only an element of trade for it. And as 
soon as Ukraine is able to overcome Europe’s limitations on its own, Europe itself will be interested in 
Ukraine becoming a part of it. Therefore, the question is whether Ukraine will be able to use the world’s 
resources not only to survive, but also to influence others. And its purpose must be to organize itself and 
to absorb the global values beyond the narrow borders of Europe. Innovative development of a society 
is possible under the condition of the state policy of promoting the development of entrepreneurship 
through its various forms, as well as encouragement at the level of enterprises of the development of 
entrepreneurial earnings in their own employees (Sokolenko, 2002: 35). That is, summing up what the 
scientist can say that the innovative development of the society is possible on the condition of a timely, 
ubiquitous and universal initiative.

Globalization is a relatively new and highest stage in the development of the process of internationalization 
of numerous aspects of the social life (Pavlenko, 2000). Globalization as a universal form of historical 
dynamics leads to qualitative and quantitative changes in the functioning of the transitional societies 
(Voitovych, 2012).

According to V. Sidenko it is possible to speak about the high probability that at the first stages 
of implementation of the concept of integration development within the Common Economic Space 
(hereinafter – the CES) there will be a discrepancy in certain economic parameters with the standards 
of the European Union (hereinafter – the EU) (Sidenko, 2012). For example, there is a problem of 
widespread harmonization of Ukraine’s economic mechanisms with the CES member-states. At the 
same time, we have similar commitments to the European Union. So in alignment with which economies 
do we focus? Perhaps it should be made clear that we will coordinate economic parameters within the 
CES solely on the basis of the provisions of the European Union law. However, today this is not the 
case in the CES agreement.

Another issue is the creation of a customs union for the CES member-states. However, in the documents 
fixing its European choice, Ukraine sets itself the task of joining the customs union with the EU. And the 
agreement on the Common Economic Space also aims to create a customs union and does not spell out the 
answers to the question how to combine the two tasks. Instead, one can hear the argument that we will first 
achieve competitiveness through integration into the CES and then integrate into the European Union. It 
is necessary to develop a unified strategy for the European integration, in which both the processes of our 
accession to the European Union and the development of opportunities in the post-Soviet space are clearly 
coordinated – with the focus on the formation of a wide pan-European economic space (Sidenko, 2012).

Based on the scientific achievements of these and other researchers, we will try to find out the place 
of Ukraine in the international coordinate system and the most probable vector of development, which 
is derived from the sum of external and internal vectors that affect our country. The framework, in this 
case, is the process of globalization against which all processes unfold. If they coincide with the dominant 
directions of the global development of the society, then their strength is much greater, and if on the 
contrary – contradictory, it leads to their attenuation.
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In order to enter the EU, Ukraine must already have the prerequisites for itself to rise and be at the level 
of a European state. The country has the potential to become not just a European country, but a global 
state, and if it adopts and develops the global values, it can become even higher than Europe. Europe is 
now living rather than global values, but European values, and globalization is only an element of trade 
for it. As soon as Ukraine is able to overcome Europe’s limitations on its own, Europe itself will be 
interested in Ukraine becoming a part of it (Molnar et al., 2018).

Let us note what prevents this. Firstly, the image of Ukraine in the world as a corrupt state. Secondly, 
the functioning of the Ukrainian economy does not comply with the international legal standards in terms 
of taxation system, regulatory system, transparency of the financial transactions, etc., which is the cause 
of unfavourable investment climate. Thirdly, despite the high level of declarations made about the need to 
attract foreign investment, there is in fact no sound effective public policy strategy to create a favourable 
investment climate. Ways to create such a climate: low tax rates, a stable political and legal system, 
identified priority areas for attracting investment, creating special zones and more. Fourthly, it is necessary 
to regulate the work of foreign transnational companies (hereinafter – TNCs). They have to create modern 
production in our country, and the Ukrainian state, for its part, has to create favourable conditions for them 
to want to invest in Ukraine, but in such a way that it does not harm their own business.

According to some experts, Ukraine is too open to the world, but somewhat one-sided. The structure 
of Ukrainian exports is dominated by products of chemistry and metallurgy, that is, almost raw materials 
(Molnar et al., 2018). With regard to political integration, we agree with experts who advise not to be 
attached to one particular center of political gravity, but to interact with all powerful states in the areas 
most relevant to the Ukrainian interests. Ukraine’s increasing role in globalization will increase with 
its economy, internal consensus on key foreign policy and foreign economic orientations, strengthening 
of the political system and having its own strategic plan for country involvement in the globalization 
processes. Ukraine is very little involved in the globalization processes. This is due to the fact that Ukraine 
is a fairly closed country that is not integrated into international economic and very specifically integrated 
into international political relations. Of course, one cannot be free from globalization as the globalization 
progresses. Therefore, of course, the manifestations of globalization affect us as well. However, if we 
consider the positive and negative aspects of globalization, Ukraine mostly does not use the positives, 
while being affected by the negatives of globalization.

If we consider the most widespread negatives of globalization, we can speak of the dominance of some 
wealthier country in the economic and even cultural sphere. They also include the commercialization 
of the cultural values, the subordination of the world to the interests of powerful transnational 
corporations, and more. Globalization in its current form is subordinated to the interests of the world 
capital (transnational corporations) operating, using the military-political power of the leading Western 
powers, especially the USA. However, these states themselves, especially the USA, are leading the 
world globalization process in the pursuit of their own geopolitical interests, largely autonomous to 
those of leading transnational companies.

Modern Ukraine has a dual and slightly unfavourable position in terms of geopolitical self-identification. 
The point here is, first of all, in the contradiction between the economic and political interests of our 
establishment. In economic relations we have nothing to expect from the West. Western investment is 
insignificant and does not relate to the development of advanced technologies, and Western markets remain 
and will remain virtually closed to us. However, the Ukrainian authorities seek the wing and custody of the 
West. The latter defines its declarative statements (little confirmed by real actions) about aspirations for 
Euro-Atlantic structures. On the other hand, the real markets for Ukraine are the Caucasian and Central Asian 
states, as well as the countries of Asia and Africa, where our goods can be successfully sold (Sidenko, 2012).

However, Ukraine must integrate into international economic relations and find its real place and 
opportunities to maximize the benefits of globalization and minimize the negatives. Given the current 
state of the national economy, given the various ratings, it is difficult to say that Ukraine will soon become 
a leading country. Therefore, one must realistically consider its role and place in the world. It should be 
guided by European values and position itself as a European country. However, it is not fundamental 
whether Ukraine is a member of the EU or not. Examples can be given of Switzerland or Norway that are 
not EU member states, but are European states.

The integration into the CES can really lead to improvement of the quality of work of the Ukrainian 
enterprises, to increase of budget revenues, to improvement of financing of the social sphere, and well-
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being of the population. Therefore, if the EU is a strategy, a common course, then the CES is a tactical 
current case that would allow to a certain extent to revive the national economy, which would again raise 
the standard of living of the citizens.

Ukraine’s economic interests (energy supply, export opportunities for its goods, etc.) orient Ukraine 
to the East and South – Central Asia, China, Iran, and others. However, because of fears of strengthening 
Russia’s political dominance, the Ukrainian establishment and much of the society, especially in the 
Western regions, are seeking a full rapprochement with the West and joining the Euro-Atlantic structures. 
The West is really interested in minimizing Russian influence in Ukraine, but it is not going to open 
its markets for our goods, invest in our economy any significant funds and share with us the latest 
technologies. The contradictions between the economic and political interests of Ukraine determine the 
duality and inconsistency of its foreign policy.

Ukraine is not sufficiently involved in the globalization processes. However, the world development 
of globalization involves Ukraine and our political elite. As soon as our nationally conscious political 
elite start to save money in Ukraine, there is a prospect that Ukraine will have a special national factor to 
consider. However, if you look at the world processes, there are several features worth noting. Ukraine as 
a territorial space is interesting enough for the world political players. Ukraine is not interesting because it 
has some achievements. However, it has technological and other resources, it is interesting as a geostrategic 
space, as a transit territory. Ukraine is interesting as an experiment of traversing a large territory from one 
political and economic system to another. Our state is the optimal form where, avoiding civil conflict, one 
can create structures that either integrate into the world community (meaning the transatlantic community) 
or be integrated into the East (not necessarily negatively coloured by this concept) and accept the traditions 
of the East (Voitovych, 2012).

For objective reasons Ukraine cannot, in principle, play a prominent role in the world globalization 
process. This is due to its low position in the world economy, lack of national consensus on key issues of 
foreign economic and foreign policy orientation, weakness and contradiction of the political course, and 
many others. Ukraine could only increase its role in the world globalization process in the conditions of 
rapid economic development on an innovative basis, reaching public consensus on the most important 
issues of the internal and external strategy development and, thus, a decisive, independent foreign policy 
without constant review of the instructions (whatever they came out of).

As for the other aspect of globalization – integration, Ukraine’s desire to integrate both into the EU 
and the CES raises some questions. The European Union not only prevents, but also seeks to stimulate the 
development of the regional economic cooperation among the countries with which it has partnerships. 
In particular, the concept of the European Commission “Greater Europe” that offers new opportunities 
for joining the European economic structures of neighbouring countries (including Ukraine) provides for 
the promotion of cooperation and development of free trade between these countries (Sokolenko, 2002). 
However, the problem is that it is impossible to combine the two integration processes if the principles 
of their construction are incompatible. In this respect, there are significant problems in the Common 
Economic Space agreement, signed in September 2003, in terms of its compliance with Ukraine’s 
European integration course. Unfortunately, the agreement has no guarantees of basing this process on 
EU principles and there is no clear guarantee of using this mechanism as a mechanism for joint entry into 
the European economic space.

Therefore, it is possible to speak about the high probability that already in the first stages of 
implementation of the concept of development of integration within the Common Economic Space 
there will be a mismatch on certain economic parameters with the standards of the European Union. 
For example, there is a problem of widespread harmonization of Ukraine’s economic mechanisms with 
the CES member-states. At the same time, we have similar commitments to the European Union. So in 
alignment with which economies do we focus? Perhaps we should make it clear that we will coordinate 
the economic parameters within the CES solely on the basis of the European Union law. However, today 
this is not the case in the CES agreement.

5. Conclusions
It is impossible to avoid the impact of the globalization processes. Ukraine is still poorly involved 

in these processes. The reasons for the low level of involvement of Ukraine in the world globalization 
processes are the unpreparedness and unwillingness of the political elite to participate in them, primarily 
due to the lack of a global outlook and lack of knowledge of foreign languages; lack of consensus in the 
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society regarding the direction of development of the country; absence of powerful domestic transnational 
corporations. The way is seen in the rotation of the elites, the creation of their own TNCs, the conduct 
of their own independent policies, subject to widespread public support, adopting a national course on 
globalization. There is no consensus among experts as to the prospects of Ukraine’s integration with the 
EU and the CES, but Ukraine must be as close as possible to all possible unions, associations, etc. which 
provide it with security and markets. To do this, one must strive to be the subject of integration initiatives 
under any circumstances. Ukraine needs to come up with a unified strategy for the globalization of the 
country in which the processes of our accession to the European Union and the Common Economic Space 
and to other existing associations, organizations and unions, and to the ones that will appear. The national 
interests of Ukraine are a measure of evaluation of any arrangements. Active entry into the global world 
requires adequate staffing, the creation of its own TNCs, the harmonization of all systems of the country 
to the international standards for its own flexible policies, on condition.
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Мета. У статті висвітлено питання, що полягає в аналізі впливу глобалізації на розвиток і становлення 
українського суспільства.
Методи. У дослідженні використані такі загальнонаукові та спеціальні методи: наукове узагальнення 
й систематизація – для визначення характеристик глобалізації; порівняльний аналіз – для зіставлення 
розвитку країн, що входять до Європейського Союзу, з іншими країнами, уряд яких прямує до інтеграції з 
Європою; системний аналіз – для виявлення позитивних і негативних сторін впливу глобалізації на соціально-
економічний та політичний розвиток деяких країн світу; логічний синтез – для пояснення результатів 
дослідження.
Результати. Визначено, що позитивний вплив глобалізації полягає в значному й неухильному збільшенні 
світового промислового виробництва та торгівлі, зниженні темпів інфляції, широкому впровадженні 
нових принципів і методів господарської діяльності. Обґрунтовано, що Україна має потенціал для 
того, щоб стати не просто європейською, а навіть глобальною державою. Визначено, що глобалізація 
загалом і світогосподарських відносин зокрема – це об’єктивний процес, який виражає сукупність умов 
розвитку сучасного світового співтовариства та насамперед науково-технічного й економічного прогресу. 
Це неминучий етап сходження людства до нових обріїв, що в підсумку несе позитивні початки, проте 
водночас не позбавлений серйозних і масштабних протиріч, а отже, не виключає негативні впливи. 
Констатовано, що основним негативом від глобалізації є домінування «заможнішої» країни над менш 
розвиненою в економічній і навіть культурній сферах. До негативних рис також належать комерціалізація 
культурних цінностей, підпорядкування світу інтересам потужних транснаціональних корпорацій тощо. 
Глобалізація в її сучасному вигляді підпорядкована інтересам світового капіталу (транснаціональних 
корпорацій), які діють, використовуючи військово-політичну могутність провідних західних держав. Однак 
ці держави керують світовим глобалізаційним процесом в ім’я реалізації власних геополітичних інтересів.
Висновки. Встановлено, що функціонування економіки України не відповідає міжнародним правовим нормам 
у частині, що стосується системи оподаткування, системи регулювання, прозорості фінансових трансакцій 
тощо, що й постає причиною несприятливого інвестиційного клімату. Незважаючи на те, що на високому 
рівні декларативно робляться заяви про необхідність залучення іноземних інвестицій, насправді відсутня 
зважена дієва стратегія державної політики щодо створення сприятливого інвестиційного клімату.
Ключові слова: глобалізація, політика, євроінтеграція, національна економіка, уряд.
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The drug cartels of South America and organized crime have long been known to use semi-sub speedboats, 
Narco-Torpedoes and Narco-Submarines for smuggling cocaine from South America to Mexico and 
eventually to the United States of America. The drug trade is increasing strongly and organized crime is 
always looking for better and smarter ways to smuggle drugs into target countries. The story started as 
early as 1993 and eventually it started to be a case of chain manufacture of custom-built Narco-Submarines 
in 2007. Counter-measures in the Americas in the war on drugs are the use of Anti-Submarine Technology 
such as Submarine-hunter Aircrafts, Submarines and Coast Guard Ships. Now for the first time a Narco-
Submarine has been seized transporting more than 3 000 Kilogram Cocaine to Spain. Are Europe’s and 
Africa’s Customs Administrations prepared? Are Europe’s and North Africa’s Coast Guard forces equipped 
and working together in order to seize Narco-Submarines from the Americas? This is the last wake up call for 
a newly emerging threat to Customs Services around the World. This capacity building and background paper 
investigates newspaper and official reports as well as scholarly papers on the development and evolution of 
Narco-Submarines in Middle and South America and the current use of Narco-Submarines in Middle and 
South America. In particular details on new developments in the increase of their use in smuggling attempts 
to North America are given. In particular itinvestigates and discusses in detail the case of a proven trans-
Atlantic trip of a Narco-Submarine from South America to Europe in November 2019. In conclusion this 
paper calls for a higher awareness and better vigilance for this novel way of irregular naval warfare and 
drug smuggling from Southern America to Europe and Africa by help of Anti-Submarine technology such as 
Anti-Submarine Aircrafts, Anti-Submarine Naval Ships and the use of naval forces such as the Coast Guard 
in coordinated operations in Europe and Africa in order to combat global drug smuggling.

Key words: customs technology, law enforcement, smuggling, illicit drugs, smuggling technology, anti-
submarine technology, submarine detection, capacity building, irregular naval warfare.
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COCAINE SMUGGLING BY HELP OF NARCO-SUBMARINES  
FROM SOUTH AMERICA TO EUROPE AND AFRICA: A PROVEN CASE –  

A LAST WAKE-UP CALL FOR CUSTOMS SERVICES AROUND THE WORLD

1. Introduction
Drug-smuggling techniques are applied in different modes by 

drug cartels and organized crime units in order to smuggle illicit 
drugs over borders: by help of low flying aircraft, speedboats, 
body-packers, utilizing fishing or merchant vessels (in hollow 
spaces or off board), using self-propelled semisubmersibles 
(SPSS) or Narco-torpedos, by help of the rip-off technique in bags 
of merchant containers such as banana containers, by reforming 
drugs into normal trade items, by simply smuggling them in hollow 
spaces in cars by help of drug tunnels and many other ways.

This paper investigates the use of Narco-Submarines in Middle 
and South America and investigates the case of a proven trans-
Atlantic trip in November 2019.

2. Overview about drug smuggling techniques
Several drug smuggling techniques are used by the drug cartels 

globally.
 – Well documented examples are:
 – low flying aircraft that fly over borders underneath the radar;
 – speedboats that run in safe distances along the shore and 

coastline in Middle America;
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 – body-packers that ingest small packages of drugs;
 – utilizing fishing, yachts or cargo/merchant vessels (in hollow spaces or off board);
 – using self-propelled semisubmersibles (SPSS) or Narco-torpedos;
 – using the rip-off technique in bags of merchant containers such as banana containers;
 – reforming drugs into normal trade items;
 – using hollow spaces in cars;
 – using drug tunnels;
 – using narco-drones;
 – using mail, parcels and postal packages.

Many more techniques may apply. Smuggling techniques are normally well documented by the 
UN and its special illicit drug programs, by the national customs and police services (examples from 
Germany’s Customs Service (Zoll, 2020a; Zoll, 2020b; Zoll, 2020c; Zoll, 2020d)) and even on Wikipedia 
(Illegal drug trade; Narco-submarine; Mule)). This paper focusses on the use of Narco-Submarines in the 
Americas and the potential crossing of the Atlantic Ocean and its implications.

3. Evolution of Narco-Submarines in the Americas
The so called Narco-Submarines were invented in South America by the drug cartels of Colombia 

in order to transport cocaine to the US. At first speedboats and semi-submersible speedboats and self-
propelled semisubmersibles (SPSS) or Narco-torpedoes (as early as 1993 (UNODC, 2012; Ramierez, 
Bunker, 2015: 9–14; Ramierez, Bunker, 2015: 38–45; Ramierez, Bunker, 2015: 29–32; Ramierez, Bunker, 
2015: 33–37)), were mostly used until more and more sophisticated Narco-Submarines were developed 
up to 2010.

Three phases of Narco-Submarine development can be distinguished:
 – Narco-sub Experimentation Phase: Early 1990ies through 2004,
 – Narco-sub Prototyping Phase (Semi-Submersibles): 2005–2006,
 – Narco-sub Standardization and Maturity Phase: 2007–2016 (Jacome Jarmillio, 2016).

And since then? Further developments are likely and this paper investigates a new development – 
trans-oceanic smuggling travels from the Americas to Africa/Europe.

Hundreds of photos of Narco-Submarines and their varying design are well documented in the internet 
(Amicus, National Geographic Society, Nautica Report, Time Magazine, all online) and the scholarly 
literature on this matter (Ramierez, Bunker, 2015). The design of Narco-Submarines has also been 
explained by help of drawings and graphs (El pais; Sutton, 2019a).

4. Importance of Maritime Smuggling in the Americas
As of 2012 about 80 percent of all drugs were channelled from the Andean regions in maritime 

Smuggling to Honduras or Mexico (Ramierez, Bunker, 2015: 6–8). Up to 30 percent of this smuggling way 
is done by help of Narco-Submarines (Ramierez, Bunker, 2015). Data of seizures of Narco-Submarines 
has been published for 1993–2013 (Ramierez, Bunker, 2015: 38–45) with a peak of 20 seizures in 2009. 
Current data speak of a Narco-Submarine Epidemic in 2020 with 35 seizures in 2018 and 36 seizures in 
2019 (Sutton, 2020). The Cocoa harvest has been very high in 2017–2018 – about three times higher than 
in 2008 (Sutton, 2020) and a lot of Cocaine is in Columbia that must be shipped away to its Markets in 
North America and Europe.

5. Capacities of Narco-Submarines in the Americas
Narco-Submarines are said to have a single load capacity of up to 8 000–10 000 Kilograms of illicit 

drugs per shipment (the biggest Narco-Submarine is said to be built for up to 200 000 Kilograms or 
200 Tons of drugs (Ramierez, Bunker, 2015)). They can travel semi-submersed or at underwater travel up 
to depths of 20 meters and are difficult to detect.

Some are having two motor systems (Diesel/Electro (Ramierez, Bunker, 2015)).
They mostly are travelling in coastal waters in the Middle Americas.
6. Long-distance travels of Narco-submarines across the Atlantic Ocean? A legend?
It has long been speculated that Narco-Submarines can also cross the Atlantic Ocean in order to make 

long-distance travels to Europe or North- or Western-Africa. It is a legend of Spanish law enforcement 
officers that a cartel member may have mentioned that way of smuggling.

In 2007 an extraordinary large Narco-Submarine was found on Columbia’s Caribbean Coast and in 
2014 a large Narco-Submarine was found in Guyana (South Americas) and both were speculated to be a 
model for a long distance run (Sutton, 2019a).
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But many have laughed at that idea as being nautically and technically not-feasible.
In December 2015 a Narco-Submarine was discovered in Brazil on the Atlantic coast, which only 

makes sense when the destination is Europe or Africa (Sutton, 2019a).
In November 2019 a Narco-Submarine was brought up off the coast of Spain transporting more than 

3 000 Kilograms of cocaine. This must be seen as a legend proven.
What are the consequences and implications? Are Europe’s and Africa’s customs offices, Coast Guards 

and Naval forces (Marines) equipped and prepared for such an unexpected naval warfare at their coasts?
7. The proven case of a Narco-Submarine approach from the Americas to Europe in November 

2019
On 24 November 2019 a 22 meter long slender single motor Narco-Submarine was caught off Spain 

with more than 3 000 Kilogram of Cocaine as load (The Guardian, 2019a; The Guardian, 2019b). 
Technically it was a so called low profile vessel (LPV) that is difficult to detect but cannot fully 
submerse (Sutton, 2019a). It was reported to have travelled from Guyana (South America) with a likely 
stop at Cape Verde (off the Coast of Africa) to Portugal and Spain (Sutton, 2019a). The mode of travel 
is uncertain. It is unknown if it has done the whole journey on its own or may have been towed or 
taken by a large ship for a long distance and then set on its own journey later. In 2006 a self-fabricated 
submarine (from Spain) was first attempting to bring cocaine ashore off Galicia/Spain but the cocaine 
was loaded on it near the coast (The Guardian, 2009; Sutton, 2019a). The design of this 2019 cocaine 
smuggling Narco-Submarine can be likened to a Narco-Submarine from South America that was caught 
in the Pacific Ocean off Columbia but with a longer design which was most likely due to more fuel 
tanks (Sutton, 2019b).

8. Discussion
The mode of narcotic drugs and cocaine smuggling is varying according to the geographical setting 

and the border problems. At the US-Mexican-Border low flying Aircraft, tunnels and drones are often in 
use. And also the method of drug smuggling through desert routes is applied.

In trans-Atlantic the preferred smuggling method is often by help of merchant vessels, body-packers 
in air-travel.

The rise of Narco-Submarines as mode of smuggling rose in the Americas from 2007 on where the 
newest and best-use design has been developed.

Up to 10 000 Kilograms Cocaine can be shipped in one shipment in costal near waters (Goudar, 2019).
This has been one of the success-model of the cartels in the Americas in order to smuggle drugs from 

South Americas to Mexico and from there to the United States of America.
In three cases from 2007 to 2015 there were suspicions about Atlantic naval drug shipments by help of 

Narco-Submarines.
This proven case of a trans-Atlantic smuggling journey from South America to Europe in November 2019 

shows the ability and practice of cocaine shipments by help of Narco-Submarines in great quantities (here 
3 tons). It must be a wake-up call for the law-enforcement authorities in Africa and Europe. The customs 
authorities and coast guards must be aware of slowly travelling mostly submersed Narco-Submarines that 
are trying to land the remote coasts of Northern Africa or Portugal/Spain/France/Ireland/UK. Possibly 
the Narco-Submarines are not landing their load but re-distributing it on to Yachts or Fishing-Boats and 
Merchant Vessels off the coast. But vigilant European Coast Guard System must be aware of such a new 
threat and be able to detect such Narco-Submarines.

Submarine Hunters must be employed from the Naval Marines of the Countries in Question.
That also applies for flying Submarine Hunter aircrafts and the use of satellite technique.
The US is successfully employing its P-3 Orion Anti-Submarine (Hunting) Aircraft in the Americas 

(Sutton, 2020).
9. Conclusions
The War on drugs can only be won when all modes, techniques and ways of smuggling drugs into 

a country are known and understood. One way that is common in the Americas is the use of Narco-
Submarines. A new Narco-Submarine Epidemic is under way since 2018 when 35 Narco-Submarines 
were seized and in 2019, when 36 Narco-Submarines were seized. For the first time in November 2019 the 
trans-Atlantic smuggling of more than 3 000 Kilograms of cocaine to from the Americas to Spain has been 
publicly well documented and widely discussed in the media and in law-enforcement circles.
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The new generation of Narco-Submarines is good enough to cross an entire ocean (either on their own 
power or being towed).

This is, this must be a wake-up call to all law enforcement and customs authorities in Europe and 
Africa. Apparently the drug cartels have found a vehicle for smuggling large quantities of drugs into 
another continent.

That raises the question of how well the law-enforcement side is prepared.
In the US the coast guard is openly combating the drug-speedboats and Narco-Submarines successfully.
But this problem has not been openly on the agenda in Europe and Africa, yet. Now it is.
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Уже давно відомо, що наркокартелі Південної Америки та злочинні організації використовують 
напівпідводні швидкохідні катери, наркоторпеди та наркосубмарини для контрабанди кокаїну з Південної 
Америки до Мексики, а потім і до Сполучених Штатів Америки. Обсяги торгівлі наркотиками значно 
зростають, організована злочинність завжди шукає найкращі й хитрі способи контрабанди в цільові 
країни. Цей процес розпочався ще в 1993 році і, як наслідок, призвів до виникнення ланцюга виробництва 
спеціально розроблених наркосубмарин у 2007 році. Американські контрзаходи у війні проти наркотиків – 
це використання таких противодних технологій, як протичовнова авіація, підводні човни та кораблі 
берегової охорони. Наразі зафіксовано перший випадок перехоплення наркосубмарини, яка транспортувала 
понад 3 000 кілограмів кокаїну до Іспанії. Чи підготовлені митні адміністрації Європи та Африки? Чи 
споряджені належним чином і здатні співпрацювати сили берегової охорони Європи та Північної Африки, 
щоб захопити наркосубмарини з Америки? Це останній сигнал від нової загрози для митних служб у всьому 
світі. У цій публікації про нарощування потенціалу обігу наркотиків досліджено довідкові матеріали, 
газетні й офіційні доповіді, а також наукові праці про розвиток та еволюцію наркосубмарин у Центральній 
і Південній Америці, їх сучасне використання. Зокрема, подано ґрунтовну інформацію про їх сучасний 
розвиток і використання у спробах контрабанди до Північної Америки. Досліджено й детально обговорено 
випадок доведеної трансатлантичної подорожі наркосубмарини з Південної Америки до Європи в листопаді 
2019 року. У підсумку дослідження автор закликає до більшої обізнаності й пильності щодо цього нового 
способу ведення нерегулярної морської війни та контрабанди наркотиків із Південної Америки до Європи 
й Африки за допомогою таких противодних технологій, як протичовнова авіація, протичовнові кораблі та 
використання військово-морських сил (наприклад, берегової охорони) у координованих операціях у Європі та 
Африці з метою боротьби зі світовою контрабандою наркотиків.
Ключові слова: митна технологія, правоохоронна діяльність, контрабанда, заборонені наркотики, 
технології контрабанди, протичовнові технології, виявлення підводних човнів, нарощування 
потенціалу, нерегулярна морська війна.
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The purpose of the article is to highlight state regulation in the field of cyberspace protection as a component 
of information security of Ukraine at the present stage of state building.
Methods. The methodological basis of the development was the dialectical approach, which involves 
consideration of the prerequisites for the formation of state regulation of ensuring cybersecurity  as an 
objective reality, which is constantly evolving affected by technical, political, legal, security and other factors. 
In addition, in the course of the study historical and legal, system-structural, structural-functional methods, 
the method of ascending from abstract to specific were applied.
The results of the scientific development of the topic selected allows to state that the main legal basis for 
ensuring cybersecurity in Ukraine is the implementation of measures aimed at secure protection of cyberspace, 
provided that it is open, accessible to the participants of information exchange and stable. Accordingly, state 
administration of cyberspace security must meet the requirements of a democratic state system and the rule of 
law when the potential restriction of the right of a person to information is reduced to a minimum. At the level 
of administrative and legal regulation of cybersecurity processes, state measures in the field of cyberspace 
protection are not defined systematically, there is no clear list of them and administrative cooperation of 
cybersecurity entities is not regulated properly.
It has been established that Ukraine commits itself to the European Union to carry out a number of measures 
aimed at the development and protection of cybersphere within the framework of combating cybercrime, 
ensuring military-technical cooperation and crisis management, creating and protecting a system of 
information exchange on terrorism with the European Union, protecting computerized information systems 
and electronic data exchange system for economic cooperation, development of innovations and innovative 
technologies.
The conclusions of the study of topic selected allow to point out that the current legal bases of implementation 
of state policy in ensuring the protection of cyberspace and cybersecurity have major faults. In particular, it 
is the slowness in reforming the cybersecurity regulatory framework, the lack of regulation of aspects of the 
administrative interaction of subjects of the national cybersecurity system, the lack of clear legal regulation 
of main risks and threats to the national cyberspace. Proposals for optimizing the regulatory support of these 
aspects should form the basis for further scientific research on these issues. It is also substantiated that Ukraine 
needs to develop and implement measures aimed at fulfilment of provisions of the Association Agreement 
between Ukraine and the European Union regarding the development and protection of cyberspace.

Key words: Ukraine, cyberspace, cybersecurity, national cybersecurity system, information security, state 
administration, European Union.
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STATE REGULATION IN THE FIELD OF CYBERSPACE PROTECTION  
AS A COMPONENT OF ENSURING INFORMATION SECURITY OF UKRAINE

1. Introduction
One of the most significant achievements of scientific and 

technological progress for the humanity was the creation 
and expansion of the functional potential of information and 
communication technologies. Today, with the development of the 
Internet, entire spheres of manufacturing and non-manufacturing 
public relations in most countries of the world develop in cyberspace. 
The advantages of using this method of social communication are 
obvious, as it provides speed, economy, and maximum saturation 
of information of socio-economic, political and legal, cultural 
ties. At the same time, the accelerated growth of the cybernetic 
component of state-building processes creates the risks of its 
unlawful damage or unfair use.
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According to experts, tens of thousands of crimes with the use information technologies, software, 
hardware and special technological equipment are committed in Ukraine annually (Nikulesko, 2019). 
Currently, these issues are compounded by the fact that no comprehensive nationwide cyber security 
management system has been developed in Ukraine. Thus, in the Cybersecurity strategy of Ukraine 
(hereinafter – the Cybersecurity strategy), which was put into effect by the Decree of the President 
of Ukraine “On the decision of the National Security and Defense Council of Ukraine of January 
27, 2016 “On the Cybersecurity Strategy of Ukraine ” of March 15, 2016 № 96/2016, it is stated 
that the insufficient effectiveness of the subjects of the security and defense sector of Ukraine in 
counteracting cyber threats of military, criminal, terrorist and other nature, as well as the inadequate 
level of coordination, interaction and information exchange between the subjects of cyber security 
actualize cybersecurity threats (President of Ukraine, 2016). Considering the above, the urgent task of 
modern legal science is a comprehensive development of organizational and legal aspects of the state 
regulation in the field of information security of Ukraine. In view of this, the purpose of the article is to 
highlight state regulation in the sphere of cyberspace protection as a component of information security 
of Ukraine at the present stage of state building.

2. Research methodology
Scientific analysis of state regulation of cyberspace protection has become possible due to the 

application of a specific system of methods of scientific knowledge. In particular, the methodological 
basis of the article was the dialectical-materialistic approach, which provides consideration of the 
prerequisites for the formation of state regulation of cybersecurity as an objective reality, which is 
constantly evolving affected by technical, political, legal, security and other factors. In addition, a 
number of methods of scientific knowledge were applied. In particular, the historical method was used 
to highlight the genesis of regulatory support for cybersecurity. The system-structural method has made 
it possible to determine the system of aspects of interdependence of increasing danger level of threats to 
the information environment of Ukraine and the legislative regulation of its protection. The application 
of the structural-functional method has given the possibility to reveal the role and importance of state-
administrative measures for the protection of cyberspace in the aspect of ensuring the information 
security of the state. The classification method allowed to group primary management measures aimed 
at ensuring cybersecurity. The method of theoretical and legal forecasting was applied to substantiate 
the perspective tasks of legal science in the part of further development of the basics of ensuring 
cybersecurity of Ukraine.

3. An overview of the main sources of scientific information that were used in the course of writing 
the article

The general theoretical bases of the article were the ideas, conclusions and proposals of national 
scientists and experts, who considered the issue of securing the cyberspace of Ukraine from unlawful 
encroachments in their researches and analytical materials. In particular, these are D.V. Dubov, D.S. 
Nikulesko, V.F. Furashev, O.I.  Yaremenko, and others). Also in the process of preparing the article 
the regulatory acts of the national legislation of Ukraine on cyber security, as well as the Association 
Agreement between Ukraine and the European Union were used.

4. Main body
4.1. The concept of cyberspace
The term “cyberspace” has been widely used in many fields of engineering and humanities for a 

long time. Its formation and introduction into the scientific discourse of jurisprudence is determined, as 
D.V. Dubov notes, rethinking of the priorities of national interests and self-understanding, considering 
that the protection of interests of state and nation in the information society is qualitatively different from 
the traditional understanding of security as a “state of safety” (Dubov, 2014). Such rethinking originates 
from the second half of 20th century, when information became not only a product that has market 
value at both global and national levels, but also received the status of a resource for state development. 
In fact, cyberspace is one of the main components of the information infrastructure of a state. As a 
complex phenomenon, cyberspace includes both a material component (means of computer technology, 
communication equipment, material components of telecommunication networks, writing algorithms and 
codes, etc.) and intangible – information, code reading processes, information transmission processes 
(Furashev, 2012).
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In the legal field of Ukraine, the universal definition of the category “cyberspace” appeared only in 
2017, when the Law of Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine” of October 
5, 2017 № 2163-VIII (Verkhovna Rada of Ukraine, 2017) was adopted. In art. 1 of the act, cyberspace is 
defined as an environment (virtual space) that enables communications and/or public relations, formed 
as a result of the functioning of compatible (connected) communication systems and the provision of 
electronic communications using the Internet and/or other global data networks. Experts point out that 
the main reason that pushed the legislator to define the term “cyberspace” at the legislative level was 
the complete unwillingness of Ukraine to repel cyberattacks and the lack of legal regulation of state 
administration of cybersecurity. For example, in 2016, Petya/Nyetya virus caused unprecedented damage 
to Ukraine: more than half of Ukrainian companies were affected by the virus, they lost large amounts of 
data and financial reporting over several reporting periods and had to recover the information for a long 
time (Krasnyi et al., 2018). Legal regulation of the cyberspace category has become an important step 
towards structuring a systematic state policy aimed at ensuring cybernetic and information security of 
Ukraine. In terms of protecting cyberspace from unlawful encroachment, the criminalization of cyberspace 
crimes is also important. The law provides the concept of “cybercrime”, which is referred to as a socially 
dangerous act for which criminal liability is provided.

4.2. Legal regulation of the components of state regulation policy in the sphere of cyberspace 
protection

Regarding the issue of state regulation in the field of cyberspace protection, two important features should 
be emphasized. The first feature is that, according to the content of Article 7 of the above mentioned Law 
of Ukraine “On Basic Principles of Cybersecurity of Ukraine”, the key principle of ensuring cybersecurity 
in Ukraine is the realization of measures aimed at secure protection of cyberspace subject to ensuring its 
openness, accessibility and stability. Accordingly, the state administration of cyberspace security must 
meet the requirements of a democratic state system and the rule of law when the potential restriction of 
the right of a person to information is reduced to a minimum.

O.I. Yaremenko explains this by the fact that cyberspace is a kind of “conductor” of information 
processes and is a dominant part of the information sphere of the modern society (Yaremenko, 2017). 
The second feature is that at the level of administrative and legal regulation of cybersecurity processes, 
state regulation measures in the field of cyberspace protection are not defined systematically and there is 
no clear list of them. For example, analyzing the provisions of the Cybersecurity strategy and the Law of 
Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine” systematically, the main measures 
of the state regulation policy in the field of cyberspace protection are:

 – ensuring the formation and realization of the state policy in the field of cybersecurity, protection 
of national interests of Ukraine in cyberspace and combating cybercrime by the Cabinet of Ministers of 
Ukraine;

 – organization and maintenance of the national cybersecurity system;
 – formation of the system of information security audit on the objects of critical infrastructure;
 – taking measures by duty-holders to prevent the use of cyberspace for military, intelligence, 

subversive, terrorist and other illegal and criminal purposes;
 – development of measures for protection of cyberspace from real and potentially aggressive actions, 

preventing the use of cyberspace for terrorist, military and other unlawful purposes;
 – ensuring interaction of the main subjects of the national cybersecurity system (State Service of 

Special Communications and Information Protection of Ukraine, National Police of Ukraine, Security 
Service of Ukraine, Ministry of Defense of Ukraine and General Staff of the Armed Forces of Ukraine, 
intelligence agencies, National Bank of Ukraine);

 – guaranteeing the safety and sustainable functioning of electronic communications and state electronic 
information resources, etc.

It should be noted that the primary prerequisite for state regulatory policy in the field of cyberspace 
protection is the creation of a regulatory and term base in the field of cybersecurity, as well as the 
development of appropriate regulatory support for the specified issue. The national practice of rulemaking 
on this issue is just shaping and undergoing a stage of its formation. The imperative for the formation of 
an effective legal field for the realization of state regulation in the field of cyberspace protection should be 
a combination of political, legal, technical, energy, intellectual, financial aspects of the development and 
implementation of legal structures for ensuring cyberspace security.
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4.3. Issues of effective functioning of the system of state regulation in the sphere of cyberspace 
protection at the present stage of state formation

The Cybersecurity strategy includes a list of factors that are major problems for the national 
cybersecurity policy. In particular, it is an inadequacy of the electronic communications infrastructure 
of the state and the level of its development and security with modern requirements; insufficient level of 
protection of critical infrastructure, state electronic information resources and information, the requirement 
for protection of which is established by law, against cyber threats; unsystematic cyber defense measures 
for critical infrastructure; insufficient development of the organizational and technical infrastructure 
providing cybersecurity and cyberprotection for the state electronic information resources; insufficient 
effectiveness of subjects of the security and defense sector of Ukraine in counteracting cyber threats of 
military, criminal, terrorist and other nature; insufficient level of coordination, interaction and information 
exchange between cybersecurity entities. We consider it necessary to amend the Cybersecurity strategy 
with provisions on the regulation of the main forms of administrative and managerial interaction of 
subjects of the national cybersecurity system.

In addition, we also consider it appropriate to focus on the slowness of changes to the core documents 
that make up the legal field of cybersecurity. For instance, since 2016 the Cybersecurity strategy has not 
been amended, despite the increasing number and level of danger of cyberspace threats in Ukraine. It was 
only at the end of 2019 when the need to amend the Cybersecurity strategy was oficially announced due 
to the need to counteract modern cyber weapons and the development of the National Cyber Security 
Coordination Center within the National Security and Defense Council (“The Day”, 2019). The situation 
is similar with the Law of Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine”, which 
has been amended only once within a few years. This situation needs revision and mobilization of 
lawmaker's efforts with the participation of international partners and subject to the positive experience of 
the countries of the world in the implementation of cyberspace protection policy.

4.4. Priority areas for reforming state regulation in the field of cyberspace protection in accordance 
with the Association Agreement

In 2014, a historic document was signed between Ukraine and the European Union – the Association 
Agreement between Ukraine, of the one part, and the European Union, the European Atomic Energy 
Community and their Member States of the other part (hereinafter – the Association Agreement). 
The document identified the strategic foundations for reforming all spheres of public life in Ukraine in 
accordance with the standards and rules of the European Union (Verkhovna Rada of Ukraine, 2014).

The Association Agreement provides a system of conceptual provisions related to cyberspace 
protection activities. In particular, Ukraine takes an obligation of establishing a system of interaction 
with the European Union in the direction of combating cybercrime (art. 26), ensuring military-technical 
cooperation and crisis management (art. 10), creating and protecting a system of information exchange 
on terrorism with the European Union (art. 23), ensuring protection of computerized information systems 
and electronic data exchange system on various forms of economic cooperation (art. 135). In addition, the 
Association Agreement contains a significant number of provisions on the development of innovations and 
innovative economic relations. It is impossible without the cyberspace. Accordingly, at the national level, 
Ukraine needs to develop and implement measures aimed at realization of the Association Agreement 
provisions regarding the development and protection of cyberspace. Such multi-stage and systematic 
work provides the involvement of a wide range of specialists for the implementation of the formulated 
tasks with a focus on ensuring information security of Ukraine.

5. Conclusions
State regulation of cyberspace protection processes in Ukraine is an integral part of ensuring information 

security of the state. At the beginning of 2020, the basic legal framework for the implementation of state 
policy towards ensuring the protection of cyberspace and cybersecurity were formed at the level of the 
legal system of Ukraine. However, the administrative and legal regulation of the state regulation of 
protection of cybersecurity is characterized by certain gaps. In particular, it is the slowness of reforming 
the regulatory framework for cybersecurity, the lack of regulation of aspects of administrative interaction 
between the subjects of the national cybersecurity system, the lack of clear regulation of the main risks 
and threats to the national cyberspace of Ukraine. These concepts should form the basis of prospective 
scientific research on identified issues in order to make sound proposals for improving the national 
cybersecurity legislation.
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ДЕРЖАВНЕ РЕГУЛЮВАННЯ У СФЕРІ ЗАХИСТУ КІБЕРПРОСТОРУ  
ЯК СКЛАДНИК ЗАБЕЗПЕЧЕННЯ ІНФОРМАЦІЙНОЇ БЕЗПЕКИ УКРАЇНИ
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Мета статті полягає у висвітленні державного регулювання у сфері захисту кіберпростору як складового 
компоненту інформаційної безпеки України на сучасному етапі державного будівництва.
Методи. Методологічною основою дослідження став діалектичний підхід, що передбачає розгляд передумов 
формування державного регулювання забезпечення кібербезпеки як об’єктивної реальності, яка постійно 
еволюціонує під впливом технічних, політико-правових, безпекових та інших чинників. Крім цього, у процесі 
дослідження було застосовано історико-правовий, системно-структурний, структурно-функціональний 
методи, а також метод сходження від абстрактного до конкретного.
Результати наукового розроблення представленої теми дають підстави констатувати, що основною 
юридичною засадою забезпечення кібербезпеки в Україні є реалізація заходів, спрямованих на надійний 
захист кіберпростору за умови забезпечення його відкритості, доступності для учасників інформаційного 
обміну та стабільності. Відповідно, державне адміністрування безпеки кіберпростору має відповідати 
вимогам демократичного державного устрою та принципу верховенства права, коли звуження потенційної 
можливості реалізації права особу на інформацію зведене до мінімуму. На рівні адміністративно-
правового регулювання процесів забезпечення кібербезпеки заходи державного регулювання у сфері захисту 
кіберпростору визначено несистемно, відсутній чіткий їх перелік, а також не досконало регламентовано 
адміністративну співпрацю суб’єктів забезпечення безпеки кіберсередовища.
Встановлено, що Україна зобов’язується перед Європейським Союзом виконати низку заходів, спрямованих 
на розвиток і захист кіберсфери в межах протидії кіберзлочинності, забезпечення військово-технічного 
співробітництва та антикризового управління, створення й захист системи обміну інформацією про 
тероризм із Європейським Союзом, захист комп’ютеризованих інформаційних систем та електронної 
системи обміну даними з питань господарської взаємодії, розвиток інновацій та інноваційних технологій.
Висновки дослідження дають підстави стверджувати, що чинні базові правові засади реалізації державної 
політики в напрямі забезпечення захисту кіберпростору й кібербезпеки мають істотні недоліки. Зокрема, 
це мінливість реформування нормативної бази забезпечення кібербезпеки, недостатня урегульованість 
аспектів адміністративної взаємодії суб’єктів національної системи кібербезпеки, відсутність чіткої 
нормативної регламентації основних ризиків і загроз національному кіберпростору. Вироблення пропозицій 
щодо оптимізації нормативного забезпечення зазначених аспектів має лягти в основу подальших наукових 
досліджень цієї проблеми. Обґрунтовано також, що Україна потребує розроблення й упровадження 
заходів, які спрямовані на втілення положень Угоди про асоціацію між Україною та Європейським Союзом 
у частині розвитку й захисту кіберпростору.
Ключові слова: Україна, кіберпростір, кібербезпека, національна система кібербезпеки, 
інформаційна безпека, державне управління, Європейський Союз.
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