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CORRUPTION RISK MANAGEMENT IN THE CUSTOMS
AUTHORITIES OF THE EURASTAN ECONOMIC UNION
IN THE CONTEXT OF NATIONAL SECURITY

The article considers the phenomenon of corruption, its essence, causes and consequences. The social,
economic, and political changes that globalization has brought have been accompanied by some challenges.
One of them is corruption. Corruption occurs at all levels of society around the world, from local and national
governments, civil society, judiciary functions, large and small businesses, military and other services
including Customs service. Corruption poses a serious danger to national security, economic security and
innovative security of any State. Corruption represents the basic threat for economic security of the state,
affecting the expansion of the shadow economy, rising inflation, increasing the level of commercial and
financial risks, as well as stimulating the inefficient use of budget funds. As for the Eurasian Economic Union,
so problem of corruption within it, including corruption in the customs authorities, is highly relevant. It can
be ascertained, that the need to study the existing methods for managing corruption risks in the customs
authorities of the Eurasian Economic Union, their strengths and weaknesses, as well as potential areas for
improvement. The World Customs Organization has drawn attention to the international character of this
phenomenon and, in our opinion, has developed a unified approach and methodology for studying corruption
processes in the customs sphere. Close attention is paid to corruption in customs authorities, which has
specific features. A comparative economic analysis of corruption backgrounds in the customs authorities of
the Eurasian Economic Union is carried out. The essence is that in the Eurasian Economic Union the volume
of corruption in Customs bodies is directly proportional to the volume of inflation and inversely proportional
to the volumes of Customs officers’ salaries, Customs payments and foreign direct investments. Taking into
account all mentioned above we can will move to the measures aimed to prevent and repress corruption. All
in all, there is a great variety of innovative measures effectively used by foreign countries. Anti-corruption
tools operating in the practices of foreign countries are considered. The ways of improving counteracting
of corruption, anti-corruption tools in the customs authorities of the Eurasian Economic Union are defined.

Key words: Government Policy, corruption, corruption risks, national security, economic security, customs
authorities, anti-corruption tools.

JEL Classification: D73, D78, F52.

Gennadiy BROVKA, 1. Introduction
Dean Faculty of Management In the modern era, characterized by the intensification of the
Technologies & Humanities globalization process, along with such positive phenomena as
Belarussian National Technical S . . .
University, optimizing the use of resources, expanding the assortment, improving
PhD, Associate Professor the quality of manufactured goods and services, facilitating access
gbrovka@bntu.by to the latest achievements of scientific and technological progress,
https://orcid.org/0000-0001-6135-6738 e can increasingly observe the enlargement of the scale of various
kinds of contradictions, manifested in the emergence of new complex
threats and risks. These phenomena (threats) are associated with the
onset of a systemic crisis, the bright precursors of which are not
only the spread of transnational crime, the deformation of public
institutions, the distortion of such key concepts as the “welfare state”
and “social state”, but also the spread of corruption.

In recent years, corruption is often perceived by people as very
tolerant. It falsely seems to be a structural element of the state
system, called, as V.A. Nomokonov wrote, to fulfill the role of
“a kind of lubricant for the rusty gears of the state mechanism (“if
you don’t grease the wheels, the cart won’t go”), which leads only
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to “even greater corrosion, deformation of state institutions” (Nomokonov, 2001: 166); aggravation and
complication of existing internal problems, one of which is the formation of such gaps in the state’s national
security system (in particular, in its economic component) as a decrease in budget revenues, a decrease in
investment attractiveness, the outflow of foreign and domestic capital abroad, and the suppression of fair
competition. It should be noted that various sciences consider the concept of corruption from different
perspectives: by lawyers as an illegal act; by political scientists as a way of influencing financial and
political activity; by sociologists as a phenomenon reproducing cultural traditions; by economists as a way
of rationalizing costs by businesses and obtaining additional income by officials, and even by Z. Freud’s
followers — psychologists as a manifestation of unconscious desire, etc.

It should be noted that there are a number of markets for corruption services that have a direct impact
on the economic security of any state. These markets include the state market of customs services. The
World Customs Organization has long drawn attention to the international character of this phenomenon
and, in our opinion, has developed a unified approach and methodology for studying corruption processes
in the customs sphere.

Atthe end of the 20th century, J.W. Shaver, the 6th Secretary General of the World Customs Organization,
noted that “there are only a small number of government bodies in which the classical prerequisites for
institutional corruption would be as* successfully ”presented as in customs administrations” (McLinden,
Durrani, 2013: 4). This is due to the fact that, being monopolistic, customs activity is associated with the
empowerment of both senior and junior officials involved in the implementation of such basic functions
of the customs authorities as control over the correctness of determining the country of origin of goods,
customs value, and product classification; customs control; collection of customs and other payments;
the issuance of various certificates, decisions, etc., which are characterized by researchers as corruption
vulnerable (McLinden, Durrani, 2013: 4). In addition, like other state bodies, customs authorities take part
in public procurement and conduct financial and economic activities (acquisition, spending, distribution
of material and technical means), which can also be considered an area of high corruption risks.

As for the Eurasian Economic Union (hereinafter — the EAEU), the problem of corruption within it,
including corruption in the customs authorities, is highly relevant. The indicated position is confirmed by
the data of sociological studies. According to the results, respondents from Belarus note a moderate level
of corruption in customs, from Russia and Kazakhstan — significant. Negative is the fact that there are no
detailed data on Armenia and Kyrgyzstan, which probably indicates the fears of respondents regarding
participation in polls. It can be perceived as an expression of a political position that runs counter to
the official state course. It is also noteworthy that almost three quarters of those polled consider anti-
corruption legislation ineffective and do not have confidence in existing anti-corruption measures (Miller
& Chevalier, 2018).

Summarizing the above, we can state the need to study the existing methods for managing corruption
risks in the customs authorities of the EAEU, their strengths and weaknesses, as well as potential areas
for improvement.

2. Outcomes and discussion

In the most general form, without affecting the established regulatory definitions, corruption can
be described as a complex socially dangerous phenomenon that manifests itself in various forms of
abuse of state or other powers to obtain benefits for personal purposes or in the interests of third
parties (Simanovskiy, 2017: 123). At the same time, the analysis of the above definition allows us to
establish that concepts such as “power”, “state bodies”, and “officials” are used as an attribute element
of the definition. This is explained by the fact that each definition implicitly refers us to the root cause
of corruption manifestations laid down in the very essence of social structure, based on the need to
identify a group of people and special institutions engaged in control functions that imply a special
authority, to dispose of any resources and the right to make important decisions. Further development
of the phenomenon of corruption, as a rule, occurs under the influence of secondary, or stimulating,
reasons, which include excessive state intervention in the economy, low level of development of civil
society, the complexity of legislation, etc.

Corruption poses the main threat to the economic security of the state, affecting the expansion of
the shadow economy, rising inflation, increasing the level of commercial and financial risks, as well
as stimulating the inefficient use of budget funds. Regarding the specifics of the actual threats to the
economic security, it should be noted that, even in undeveloped form they are quite intense inhibitors
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of the development of the state, oppressive functioning of each of its basic systems, and, reaching their
zenith, can cause absolute economic inefficiency, deep poverty of the population, critical deformation or
the fall of the political system.

Corruption in the customs authorities poses a particular threat to the economic security of the state.
It is obvious that the phenomenon of corruption in the customs authorities is not fundamentally new
and existed in ancient times. Thus, D. Widowson, referring in his studies to the work of H. Asakura,
argues that in ancient Rome, where the first tariff was created, customs officials had duties to control
the payment of customs duties in the proper amount and to suppress smuggling. At the same time,
“it would be reasonable to assume that some officials have made it a rule to demand that traders
give Caesar what belongs to Caesar, plus a little more to fill their pockets” (Widdowson, 2013: 11).

Analyzing the above provisions, it can be noted that corruption in the customs authorities originated
in the form of bribery, but it is fundamentally wrong to consider it the only form of corruption in the
customs authorities. Publications in the media allow us to state the existence of corruption in the customs
authorities also in the form of “kickbacks” in the implementation of public procurement, embezzlement,
clientelism (protectionism).

As for the analytical study of corruption, in general, this issue is not distinguished by a detailed
study: the authors either pay attention to output statistics only, generalize the dynamics and main trends
in the development of corruption, without setting as their main goal an appeal to the methodological
aspects of assessing the phenomenon (Lyakhov, 2012; Krivosheeva, 2013), or disclose certain analytical
methodologies, including the authors’ ones (Moiseeva, 2018; Polyakov, 2017).

Probably, such fragmentation is due to the complexity of the perception of the phenomenon of
corruption. Corruption as an object of empirical research can be attributed to the class of complex systems,
or object-systems, constantly moving from one state to another and becoming more complicated with the
increase in the number of elements, which leads to:

— the multidimensional nature of corruption as an object of research;

— difficulties in taking into account the full range of factors affecting corruption, which, moreover,
differ in strength and direction;

— variability, uncertainty of direct consequences of corruption, as well as the presence of indirect
impacts that are almost impossible to analyze (Polyakov, 2017: 24).

In addition, in practice, the non-aggregated data on corruption are often closed, which also makes it
difficult to conduct empirical research and develop stable ways to assess the corruption status of both
States as a whole and individual spheres of public life.

Taking into account the above problems, when analyzing corruption backgrounds, it is advisable to
follow the methodology developed by the authors. This technique is schematically shown in Figure 1.

Based on the scheme, it is obvious that the main areas of research are the study of the scale of
corruption, its causes and consequences, while the analytical “core” is the scale of corruption, since two
other directions are considered on the basis of this indicator.

Each of the areas of analysis involves the use of special tools, which include various analytical methods
and techniques, sampling of indicators, indexes, etc. The qualitative composition of the analytical
directions of the authors’ methodology for the customs sphere is given in table 1.

causal impact

analysis scale analysis analysis

Fig. 1. The authors’ methodology for the analysis
of corruption backgrounds

Source: authors’ own development
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Table 1
Qualitative composition of the analytical directions of the authors’ methodology
for the customs sphere

Analytical direction Tools The contents of the direction
To conduct a general analysis and identify prevailing
trends, data from the Transparency International
Corruption Perceptions Index are used.
Information on the import volumes of a number
of EAEU countries and information on the export
volumes of their main partners in foreign trade is
compared.
The available indicators characterizing the scale
of corruption crime are analyzed; the indicators
determining the level of corruption in customs
authorities are studied.
Analysis of the number of | The General probabilistic level of corruption of
criminal cases, convicted | customs officials is calculated:
persons, etc. o=N"/N (1),

where o is the General probabilistic level of
corruption of customs officials, %;
N’ — number of convicted customs officials;
N — number of staff of customs authorities.
Causal analysis and | Construction of correlation |The link and its intensity between corruption and

impact analysis models causal indicators / impact indicators are determined.

Source: authors’ own development

Analysis of the specialized
ratings data

Mirror statistics

Scale analysis

Following the sequence of analytical directions, to review the national situation regarding the scale
of corruption, it is advisable to refer to the data of the Transparency International rating data (operating
principle: each state is assigned a rating from O (high corruption) to 100 (no corruption), according to
which none of the States for 2015-2018 with the relative stability of the number of points and the gradual
weakening of the positions of the leaders (Denmark — -3 points in 2018 compared to 2015, New Zealand
— -4 points in 2018 compared to 2015) did not show a significant breakthrough in positions: countries
have either made little progress (Kazakhstan — +1 position in 2018 to 2015)or have not reached the level
of 2015, with a generally weak progressive trend (Armenia is 105th out of 180 in 2018 compared to
95th out of 167 in 2015, Kyrgyzstan is 132nd out of 180 in 2018 compared to 123rd out of 167 in 2015)
or with a generally weak regressive trend (Russia ranked 138th out of 180 in 2018 compared to 119th out
of 167 in 2015) (figure 2).

Also noteworthy is the appeal to the global average level of corruption, which during 2015-2018 was
43 points. In this case, it is indicative that in 2015-2018 this threshold was crossed only by Belarus in
2017-2018. Therefore, there are objective reasons to consider it the least corrupt among all member States
of the EAEU.

Returning directly to the customs sphere, it should be noted that during 2015-2018 the proportion
of customs officials convicted of corruption-related crimes in the total number of convicted of the same
crimes is:

— for the Republic of Belarus — 2—3%;
for the Russian Federation — 0,3-0,6%:;
for the Republic of Kazakhstan — 5-8%;
for the Republic of Armenia — 1-3%.

In general, this results in a relatively low overall probabilistic level of corruption of customs officials:
for the Republic of Belarus — 0,3—0,6%;

for the Russian Federation — 0,1%;

for the Republic of Kazakhstan — 1,5-2,4%;

— for the Republic of Armenia — 0,9-3,9%.

At the same time, there are no data for the Kyrgyz Republic, however, the use of the mirror statistics
method (comparison with the data of the people’s Republic of China) allows us to establish the existence
of a significant discrepancy between the value of imports and exports, which reaches the highest level
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in 2016 and amounts to about 70-75%. This gives grounds to believe that there is a significant level
of corruption in the customs authorities.

Qualitatively, corruption in the customs authorities of the EAEU mostly takes the form of bribery.
One of its main causes, which can be quantified and therefore analyzed, is low wages (for example, for
the Republic of Belarus, the correlation coefficient between the level of wages and the level of corruption
for the study period is — 0,84 (strong correlation). This suggests an inverse relationship between these
indicators). The main consequence of corruption in the customs authorities of the EAEU, available for
analytical research, is the shortfall of funds in the budget (for example, the Kyrgyz Republic, the correlation
coefficient between the level of corruption and the amount received in the budget of customs payments for
the study period is — 0,98 (very strong correlation) which indicates an inverse relationship between these
two indicators), secondary are inflation, lower inflows of foreign direct investment.

3. Findings

Thus, it is obvious that corruption in the customs authorities is a threat to the national security of the
EAEU member States and should be reduced to an achievable minimum.
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Fig. 2. Ranking of the EAEU member States in the Index in comparison with
the best and worst indicators in 2015-2018
Source: authors’ own development based on (Transparency International, 2014,

Transparency International, 2015; Transparency International, 2016;
Transparency International, 2018)
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The least corrupt state in the EAEU is Belarus, where the level of corruption by 2018 fell below the
global average, which was not observed in any of the EAEU member States during 2015-2018; the most
corrupt are Russia and Kazakhstan; the relatively high level of corruption in the region as a whole is due
to the fragility of the main democratic institutions, which are still in the process of formation and are not
fully functioning.

Among the customs authorities, the most corrupt is the State Customs Service under the Government
of the Kyrgyz Republic; the lowest corruption indicators are for the customs authorities of Belarus and
Russia. One of the main causes of corruption in customs is the low level of salaries of officials; there is a
strong inverse correlation between the scale of corruption and average wages in the agency.

The most significant consequence of corruption in the customs authorities for the EAEU is the shortfall
of customs payments in the budget, which increases with the enlargement of its scale.

The main direction of stabilization of the corruption background is seen as increasing the effectiveness
of the corruption risk management system through:

— integrated automation (in accordance with the requirements of the Arusha Declaration) and the use of
information technologies (such as blockchain — technologies on the example of the South Korean Logistics
service for export clearance (Kang, 2019), which allows to increase the transparency of transactions and
prevents fraud, strengthening accountability and expanding the control capabilities that is because all the
information is stored in blocks, which cannot be modified or removed);

— enhancing cooperation between customs authorities and other state agencies and the business
community (for example, by drafting anti-corruption pacts and declarations, signing memorandums
of understanding, etc.);

— improvement of anti-corruption legal regulation(for example, the introduction of confiscation “in
rem”, the meaning of which is that at the request of the Prosecutor, the court decides to confiscate to the state
money and other property that are not the subject of the crime, but found in the suspect or accused, if there
is sufficient evidence to believe that these funds and property are obtained by these persons without legal
grounds; the obligation to prove the legality of the origin of the property falls on the owner of this property).
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YIPABJIHHS KOPYIIIIMHAMH PU3UKAMU
B MUTHHUX OPTAHAX €BPA3IIICHKOI0 EKOHOMIYHOT'O COIO3Y
B KOHTEKCTI HAIIIOHAJIBHOI BE3IIEKHU
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Cmamms poszenioae asuwe xopynyii, ii cymuicmo, npuuunu ma Hacaioku. CoyianbHi, eKOHOMIUHI Ul RONIMUYHI
SMIHU, CIPUYUHEHT 2100ani3ayiclo, cynposoodcyonves neshumu npoonemamu. Oouna 3 nux — xopynyis. Kopynyis
CnoCcmepicacmovCs Ha 6CIX PIGHAX CYCRIIbCMBA 8 YCbOMY CEIMI: Y MICYEsUx i c)epycaeﬂux 0peaHax 61aou, Opeanax
2POMAOAHCHKO2O cycnmbcmea CY008UX OpeaHax, 6ETUKOMY A MATOMY bisneci, IICLKOBUX MA THULUX Cﬂyofc6ax y
momy uucii 6 mumnitl. Kopynyis cmanogums ceptiosny 3azpo3y 07sl HaLﬂOHa]leOZ eKOHOMIYHOI ma iHHO8aYIliHOT
besnexu 0y0b-sxoi deporcasu. OCHOBHA 3a2p03a CIMOCYEMbCA eKOHOMIYHOT Ge3neKu depocasy, wo 6NIUBAE Ha
DO3UWUPEHHS MIHbOBOI eKOHOMIKU, 3pOCMAHHS THOIAYIL, NIOGUWEHHS PIGHS KOMEPYIUHUX | (IHAHCOBUX PUBUKIE, A
TMAKOIC CIIUMYTIOBAHHSL HeeheKIMUBHO20 BUKOPUCIAHHA 0100xcemHux kowmig. [Ipobrema xopynyii 6 €epasiticokomy
EKOHOMIYHOMY COI031, 30KpeMa 6 11020 MUMHUX OPeaHaX, € HAO36UYAUHO akmyanwbhow. Mookcna Koncmamyeamu
HeOOXIOHICb BUGUEHHS. YUHHUX MEeMOOi8 YIPABTIHHA KOPYNYIUHUMY PUSUKAMU 8 MUMHUX opeanax €8pasiticbkoeo
EKOHOMIUH020 COI03Y, IXHIX nepesaz i HeONiKIe, a MAKOJC NOMEHYIUHUX cep YOOCKoHanenHs. Beecsimus Mumua
OpeaHi3ayis 36ePHYIA Y6azy Ha MIJICHAPOOHUL XAPAKMED Yb020 A6UWA Md PO3POOULA OUHULL NIOXIO | Memodon02ii0
BUBUEHHS KOPYNYIUHUX poyecis Y Mumuitl cgepi. [lunvra ysaea npuoinaemvcst KOPynyii 8 MUMHUX OP2aHax, sIKA MA€
cneyughiuni ocobnueocmi. 30MICHEHO NOPIGHSIbHUL eKOHOMIYHUL AHAI3 KOPYRYIT 8 MUMHUX opeanax €68pasiticbko2o
EKOHOMIUH020 COI03Y MA BUSHAYEHO, WO 1T 00CsI2 NPAMO NPONnOpYiuHuLl 0bcsa2y iHpasAYil 1 0OepHeHo NPONOPYIHUIL
obcsi2am 3apooimHOT AAMU MUMHUX CIYIHCO0BYIE, MUNMHUX NIAMENCIE I NPAMUX THO3EMHUX iHGecmuyill. 3 02130y Ha
3A3HAYEHE MONCHA BUOLTUMU 3aX00U, CIPIMOBAHI HA 3aN00ieaHHA KOPYNYIi ma it npudyuieHHs. 3a2aiom € pisHOMAHIMHI
IHHOGAYIIIHI 3aX00U, SKI eekmusHo 3acmocogyromocs 3apyoidcHuMu Kpainamu. Posensioaiomscs aHmukopynyiumi
3aco0U, WO BUKOPUCHIOBYIONbCSL Y NpAKMUYl 3apyoisicHux Kpain. Busnaueno wiiaxu 800CKOHANeHHS Npomuoii
Kopynyii, 3’C08aHO AHMUKOPYRYIUHI THCMPYMEHmMU 8 MUMHUX opeanax €8pasilicbkoco eKOHOMIUHO20 C0103).

Ku1ro4o0Bi ci10Ba: nepkaBHa MOJITHKA, KOPYIILis, KOPYMLIiIHI PU3UKH, HalliOHaJIbHA Oe3MeKa, EKOHOMIYHA
Oe3rexa, MUTHI OpraHy, aHTHKOPYTILiiHI IHCTPYMEHTH.
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FISCAL DECENTRALIZATION: THE PRACTICE OF INTERACTION BETWEEN
CENTRALAND LOCALAUTHORITIES IN UKRAINE AND WORLD

In the course of assigning expenditure and revenue powers to local self-government, it is necessary to clearly
define and distinguish between the functions of the state and local authorities, to take into account the real
needs of newly-created hromadas, to use management technologies based on the foundations of “‘new public
management”, and to prioritize the interests of citizens in order to make managerial decisions relevant
exactly to the local level. In turn, the development of public relations dictates the urgent necessity to search
for new ideas on governance in modern states, to search for new technologies, new tactics and strategies
for regulating fiscal decentralization progress, to apply management technologies based on the “new public
management”, and to prioritize the interests of citizens in order to make managerial decisions relevant
exactly to the local level. The current conditions of local self-government institution and the form of its
interaction with the state authorities along with transformation of Ukrainian society and implementation of
fiscal decentralization policy require in-depth analysis and are of interest for current research. Briefly, the key
areas of strengthening the financial independence of local self-government are identified, via a clear definition
of the central and local executive bodies structure and powers, strengthening the role of local, implementing
the reserves on own revenue base, accounting the financial policies and forms of fiscal support to local self-
governments, introducing the new approaches to the budget process — “new public management”.

Key words: fiscal decentralization, expenditure decentralization, expenditures, spending power, local self-
government.
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Anna KOVALCHUK, 1. Introduction
Postgraduate Student School of Ensuring the financial independence of hromadas by strengthening
Economics the revenue base of local budgets is one of the most important areas

Shandong University, PRC . . . k
kgb a@ugkr.net Y on improving not only the public finance management system in

https://orcid.org/0000-0002-1487-4572  Ukrainian economy, but also improving the institutional system of

interaction between public authorities in the process of implementing
financial powers. The scope occupies a special place in the system
of determinants on “new public management”, development strategy
on local finances, and becomes the significant counterpoint of official
and program based documents embodying fiscal decentralization
in Ukraine (Verkhovna Rada of Ukraine, 1997; Verkhovna Rada
of Ukraine, 1999; Verkhovna Rada of Ukraine, 2010; Verkhovna
Rada of Ukraine, 2014; Verkhovna Rada of Ukraine, 2015).

2. Analysis of recent research and publications

Now, researchers note Ukraine still to possess centralized model
of local budgeting, which is devoid of financial autonomy, which
own revenues are shaped by intergovernmental transfers and revenue
ratios. Theoretical and practical aspects as to shaping local budgets in
the conditions of decentralization on fiscal powers were investigated
by Ukrainian researchers, areas of interest are as follows:

— issues on decentralization of local budgets (Pohorielov, 2018;
Arabchuk, 2016; Bykadorova, 2010; Kovalevych, 2014);

— prospects and effectiveness of local budgeting (Furdychko,
2015; Volokhova, 2014; Bucovetsky, Smart, 2006; Piven’, 2012);

— administrative aspect of reforming local self-government
institutions (Kravtsiv, 2016; Lunina, 2006);
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— structural, methodological, tax aspects (Mel’nik, 2013; Panasiuk, 2015; Shults, 2016; Yashina,
Ryabov, 2015);

— planning of local finances (Kyrylenko et al., 2015).

Determining the impact of fiscal decentralization on the socio-economic development of the regions
is presented in the research works of eminent foreign scholars on the theory of fiscal decentralization
(Chua, 1995; Tiebout, 1956; Easson, Zolt, 2002; Martinez-Vazguez, Boex, 1999; Samimi et al., 2010;
Shadbegian, 1999; Schneider, 2003).

3. The purpose of the article

The current conditions of local self-government institution and the form of its interaction with the state
authorities along with transformation of Ukrainian society and implementation of fiscal decentralization
policy require in-depth analysis and are of interest for current research.

4. Main statements

Despite the legislative consolidation of the new concept of local self-government and the five-year
practice of functioning of local self-government shaped by hromadas and local authorities in Ukraine within
this concept, it is premature to regard the local self-government institutionalization process as an arranged
one, to assume local public authorities to be independent, and the civil society with its infrastructure to
be completed to the full. To highlight, the key objective of fiscal decentralization, still, is to strengthen
the financial foundations of local self-government, to improve the institutional system of interaction
between public authorities and local self-government bodies, especially in the context of spending
powers. Implementation of the concept of financial support of local self-government in (Verkhovna Rada
of Ukraine, 1997; Verkhovna Rada of Ukraine, 1999; Verkhovna Rada of Ukraine, 2010; Verkhovna Rada
of Ukraine, 2014; Verkhovna Rada of Ukraine, 2015) was to ensure the strengthening and balance of local
budgets through the redistribution of revenue and expenditure powers on different public authority levels
and the application of new methodological approaches to budgeting.

These approaches include, in particular: redistribution of an expansive definition of local budgets
own revenues; the transition to set up medium-term financial planning at the local level (Lunina, 2006;
Pohorielov, 2018); the introduction of results-oriented budget planning methods and improving the
efficiency of local budget expenditures. The fruits of financial decentralization and subsequent reform
of the budget process in Ukraine resulted in a number of changes those possess an ambiguous impact on
local authorities (Larina, 2013; Serebrianska, 2015), so that the ambiguities in the territorial organization
of local self-government were eliminated, the competences of local government institutions were defined,
the revenue powers and expenditures of local self-government bodies were delimited.

Within the main trends in Ukraine, the movement has started:
to ensure the compliance as to revenue authority and expenditure commitments of local budgets;
to balance local budgets by means of securing permanent income sources;
to elaborate the mechanisms to eliminate and to prevent the emergence of unfunded expenses;
as well as to elaborate the mechanisms to finance the public powers shifted on local level;

— to formalize the procedures for providing financial assistance to hromadas from the local and central
budgets.

At the same time, strengthening the financial autonomy of hromadas remains an urgent task.

So far, regarding the Central and Eastern Europe countries with transitive economies, the process
of fiscal decentralization also reveals many problems and contradictions. The main objective there is
to resume economic growth, while preserving the entire system of social guarantees in the provision
of public goods (De Sil’va, Kurlyandskaya, 2006). Thus, carrying out the budget decentralization in
the former socialist countries was marked by some progress, but the degree of decentralization varies
significantly depending on the level of development of public systems, the fairness of the redistribution of
financial resources, the quality of the dialogue between the central government and local authorities, and
the strength of the political, economic and financial situation of the territorial formations. To continue,
researchers also highlight the “image-building” point: the new democratic governments aimed at getting
rid of the phenomena associated with the communist past, one of which was extremely centralized
governance (Rodrigues-Pose, Kroijer, 2009).

That is the experience of many developing countries with transitive economies (India, Argentina,
Brazil etc.), local authorities were unable to adequately solve the tasks shifted down, which was caused
by various reasons (mainly due to the lack of necessary institutional conditions) and generally led to the
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discrediting of decentralized government (Larina, 2013; De Sil’va, Kurlyandskaya, 2006; Shah, 2006).
In turn, effectiveness of decentralization is demonstrated by the federal states with a high degree of
budget decentralization and stable macroeconomic indicators (Germany). According to experts (Larina,
2013; Shakh, 2010; Lunina, 2010; Martinez-Vazguez, Boex, 1999; Samimi et al., 2010; Shults, 2016;
Shah, 2006; Tiebout, 1956; Volokhova, 2014), those states are increasingly approaching the balance of
“centralization — decentralization”. These achievements are based, first of all, on the politically correct,
socially and economically justified rules and mechanisms for coordinated distribution of powers and
resources at the levels of administration.

For instance, fiscal decentralization in Germany was initiated by the report of the German Association
of Municipalities (Gemeindeverband) on updating local governance, where the following were underlined
as the main ideas of the reform:

1) the concept of “product” (all the results of the authorities’ activities and the services provided
are described by the term “product”). In Ukraine, this concept is closely related to the issue of the term
“guaranteed services” (Item 1 of article 86 of the Budget Code of Ukraine). Up to now, the Budget Code
of Ukraine does not clearly define the concept of “guaranteed services”. That is, an important factor that
negatively affects the performance and financing of the functions of central and local authorities, and is
inconsistent with the legislative norms (Verkhovna Rada of Ukraine, 2010; Verkhovna Rada of Ukraine,
1997; Bykadorova, 2010);

2) the creation of quasi-autonomous units being responsible for specific services and the resources
needed to provide the services mentioned;

3) the result-oriented budgeting and reporting system based on stated performance indicators. To note,
one of the main advantages of the German municipal finance system is its independent distribution of tax
revenues, local budget revenues in industrialized countries, on average, can be structured as follows, 50%
of local income is generated from taxes, 20% — consumer fees, and 30% — transfers from the upper power
authorities (Shah, 2006; Shakh, 2010: 63).

Benefiting over this principle, local authorities receive a stable income and are not dependent on a local
business tax or on a commercial tax. Moreover, the distribution of tax revenues has an advantage over
vertical subsidies, since central authorities mainly use subsidies to motivate or punish local authorities.

Since 1990-s, Ukraine also has a policy of equalizing the financial condition of the regions, which
sharply polarizes in terms of income. Anyway, in the Ukrainian version, the system still does not show
high performance results. In conditions of exceptionally uneven economic development of the territory,
support for economically inefficient regions was carried out first through tax incentives, which led to the
formation of “gaps” in the state budget, then through subsidies and subventions”.

Currently, the opinion on the necessity to switch to a policy of financial support for financially weak
regions due to financially strong regions is giving way to competition among regions for obtaining
support by independently attracting investment and business. This will allow to gradually replace budget
allocations with own revenue sources, stimulating local authorities to open new enterprises, create jobs
and to advance the infrastructure.

However, the denial of the ability of local administrations to pursue an effective budget policy is
based on arguments, as follows: the development of tax autonomy at the local level can lead to increased
territorial imbalance even in the case of an optimally shaped system of differentiating costs and incomes
due to levels of government. Nowadays, the state level represents the state budget, at the local levels —
oblast budgets, budgets of cities of regional/oblast importance, budgets of the hromadas, rayon/district
budgets, as well as rural, settlement budgets and budgets of cities of rayon importance. To go on, in
Ukraine, citizens often are employed in enterprises and establishments located outside the recently residing
territorial community. This kind of situation is quite widespread, in turn, one of the major budget-forming
taxes (income tax) is credited to the local budget where the legal entity in which the payee is employed
or located. And the community in which the income tax payer resides finances the services he consumes
but has no additional tax revenue. There is an imbalance at the local budget level: taxes are paid in one
community and services are provided in another one.

Accordingly, it would be advisable to form an income tax fund with its subsequent redistribution, which
takes into account the number of registered enterprises-tax agents, the number of officially registered
employees, and the total population of the respective territory. In accordance with direct approach of
public services to the final consumer (Verkhovna Rada of Ukraine, 2010) and for the sake of provision
the public benefits that have scale and external effects, those public services (guaranteed services) is
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better to attribute to local authority, later to the oblast level, in particular, such public services as: local
fire protection, medical services of hospitals of general purpose, garbage disposal services, the provision
of those are provided to the population of several villages, settlements within, even, different territorial
communities or hromadas (Verkhovna Rada of Ukraine, 2010; Serebrianska, 2015). It is also advisable
to keep with these powers of rayon councils for the period of uniting of hromadas, as follows: the power
to provide the public services to the villages, cities and settlements of various self-government units
or within different hromadas, medical services covered by public hospitals of general medicine, maternity
hospitals, protection of social welfare, fire protection, waste disposal, construction, reconstruction, repair
and maintenance of public highways.

The main risks to fail the fiscal decentralization in terms of effective public interaction and delegation
of powers are:

1) the initial limited financial competence of local authorities, their tendency to finance day-to-day
consumption (rather than increase investment costs), and low administrative capacities that do not allow
the efficient use of local tax potential and provide local public goods, taking into account the needs of the
population;

2) the system of inter-budget transfers, which is being formed as a “counterbalance” to territorial
imbalances, can have a negative impact, as growing transfers generate dependence of the local budget
policy and, in fact, are a compensation for ineffective actions of local administrations;

3) inefficient management of the local budget due to the lack of professionals, properly shaped and
trained stuff and/or low qualification of local officials to perform new functions, to specify: a) lack of
strategic planning, including the formulated strategy and timetable for its implementation; b) lack of
qualified specialists; c¢) lack of time to accomplish the set goals in the presence of high expectations about
the results of fiscal reforms;

4) corruption risks, which somehow correspond to a previous statement, increasing, the possibility to
merger the state and business at the local level, since a large part of local deputies are representatives of
the same business, arose opportunities for bribes, ways to corrupt of public funds;

5) the issue of distribution the powers between local self-government and executive authorities in
general, as well as the functions and powers between local councils (rayon/oblast rada) of united territorial
communities (hromadas) and rayon state administrations and rayon radas are not settled yet;

6) as the very climax of all above mentioned, that flows and directly reveals both the society
preparedness for reforms and the work done by state and local authorities in order to prepare the society for
above mentioned reforms. So in terms of the ordinary inhabitants, the stereotypes and misunderstandings
accompany with the fiscal decentralization are still retained. It all leads to the lack of support for the
decentralization in hromadas emerging, as well as to resistance from local administrations and local
councils (radas), local authorities, civil society institutions and civic organizations.

In general, the experience of the other countries shows (Shakh, 2010; Shah, 2006; Rodrigues-Pose,
Kreijer, 2009; Samimi et al., 2010; De Sil’va, Kurlyandskaya, 2006) that the reform of the budget process
on a new conceptual basis is a multi-stage, iterative, long-lasting process being slightly opposed by locals,
along it is notable to inevitably change and improve specific methods of managing revenues and expenses.
So that, in those countries, to name Germany, where the principles of budgeting by results are being
consistently implemented, authorities and the public find the positive effect of fiscal decentralization
initiation. At the same time, the effectiveness of the decentralization tools itself is rather difficult to
quantify in modern conditions.

5. Conclusions

In order to summarize the above noted issues, the following key areas of strengthening the financial
independence of local self-government can be identified, first of all, via a clear definition of the central
and local executive bodies structure and powers, and:

1) strengthening the role of local taxes in the formation of the revenue side of local budgets, as well as
securing to local authorities the additional taxes or deductions and “guaranteed services”;

2) to find and to implement the reserves for the formation by local self-governments own revenue
base, creating a system of incentives to pursue an active policy to build up own tax and non-tax sources of
income, improving the efficiency of budget expenditures by moving to program structure, and improving
local finance management;
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3) to promptly account the implementation of financial policies and the choice of forms of fiscal support
to local self-governments to accumulate own fiscal potential and to lift the self-effectiveness, to stimulate
the result-oriented budgeting and reporting system based on stated performance indicators;

4) to introduce to the general public new approaches to the budget process, according to the
concept of a “new public management”, in order to prevent social resistance to fiscal decentralization
implementation.
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Y npoyeci peanizayii nosnosadicenv 3i 6cmanosienus i peanizayii eudamxie i 00x00i¢ y npoyeci Qinancosoi
OeyeHmpanizayii HeoOXIOHO UimKo pO3PI3HAMU QYHKYIT 0epicasHUx ma MICYesux OpeaHie e1adu, 8paxosysamu
8 pobomi peanvHi nompeou HOBOYMBOPEHUX 2POMAO, BUKOPUCTNOBYEAMU VNPAGIIHCOLKI MEXHON02Il, 3anumamu
npiopumemnuMu iHmepecu came SPOMAOSH, a MAKONHC POPOOIAMU MA NPUUMAMY YIPABTIHCOKI PIUEHHS, SHAUUMI
ona Mmicyegozo pigHa. Y pobomi euxopucmani maxi memoou OOCHONCEHHS, K AHANI3 I CUHMe3, NOPIGHAHHS
ma ysaeanvnennsa. CyuacHull cman i NePCneKmugu po3sUmKy ITHCIMUmMymy MIiCYegoeo camospsaOyeanHs ma
opmu 11020 63a€MO0IT 3 Opeanamu 0epICABHOT 81AU PA3OM i3 MPAHCHOPMAYIER) YKPAIHCHKO20 Cycnintbemea 1
peanizayiero norimuku (iHarHcosoi deyenmpanizayii nompedyioms 21ub0K020 aHAi3y Ma CMAHOBIAMY IHMepec
oA Ybo2o O0CiOdNCceHHs. Y cmammi GU3HAUEHO KIIOYO8I HANPAMU NOCUNEHHS. (DIHAHCOBOI He3ANeNHCHOCIE
Micyesoeo camospa0yBaHHs MAKUMY WISAXAMU: YIMKO20 GUSHAUCHHS. CIPYKMYPU 1l HOBHOBAJICEHb YECHMPATLHUX
i Micyesux opeawié GUKOHABYOI 61a0U, NOCUNEHHS PO MICYeBUX Op2aHis 61a0U;, YIPOBAONCEHHS Pe3epsis o0
CMBOPeHHs 81ACcHOT 00XIOHOT basu, (hopm QIHAHCOB0T NIOMPUMKY MA CIMUMYTIOBAHHI MICYEB8020 CAMOBPAOYBAHHSL,;
VIPOBAOIICEHHS HOBUX NIOX00i6 00 0100JCenH020 npoyecy, 30kpema Konyenyii “new public management”.

KarouoBi cjoBa: OrompkeTHa JeICHTpai3amis, MEIEHTpasi3allis BHAATKIB, BHIATKH, BHIATKOBI
MOBHOBKCHHSI, MiCIICBE CAMOBPSITYBAHHSL.
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METHODICAL APPROACH TO CONSIDERATION OF THE GOVERNMENT
BUDGET OPTIMIZATION BASED ON INCOME AND EXPENDITURE BALANCING

The effective operation of the financial sector is a necessary condition for economic development. The
government budget, in its turn, is one of the most critical components of an integrated financial system. Since
the formation, redistribution and use of a significant proportion of resources accumulated in the budget is the
responsibility of the public finance sector, a prudent fiscal policy is vital for successful social and economic
regulation. Optimizing the budget of Ukraine becomes particularly urgent under the tense economic and
fiscal situation, reduced investment attractiveness, increased budget deficit and public debt. In particular, an

important aspect is to ensure the balance of budget revenues and expenditures, because in the case of deficit
(excess of spending over receipts), the state’s dependence on external borrowing resources increases, thus
reducing the level of financial security and creating unfavorable conditions for the economy. The optimal
structure of incomes and expenditure contributes to macroeconomic stability.

Tax policy as amethod of the state budget balancing should be balanced, because tax increases are effective only
to a certain level. In order to avoid a negative impact on economic growth, it is worth looking at and expanding
the tax base without increasing rates. The level of taxation should be socially fair and economically optimal.

An additional emission of money to finance the budget is used during the implementation of the budget policy,

but it can have a very negative effect in the form of inflation's increase. Therefore, the growth rate of the
money supply in the country should not exceed the growth rate of GDP.

Also, in order to balance state revenues and expenses, loans are used, both internal and external. By issuing
and selling government securities, or receiving another tranche from the IMFE, the state receives additional
financial resources to cover the deficit, but in this case, public debt increases.

1t is important that the optimization of the state budget takes place in both directions, both in terms of
income and expenditure, since in order to solve social problems, ensuring economic growth, supporting
entrepreneurial activity, and regulating the economy, an adequate resource base are needed. At the same
time, the optimal allocation of funds in conditions of limited resources is important in order to achieve the
maximum positive socio-economic effect.

The article defines theoretical approaches to determining the nature of revenues, expenses and expenditures
of the budget, examines the general scheme of control of the state budget, the basic concepts of balancing the
state budget, develops a conceptual scheme of the state budget optimization based on the balance of income
and expenses.

Key words: budget, revenues, expenses, budget balance, money supply.
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Under today’s economic instability and reforms, there is a need
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to revise and transform tools for creating and use of budget revenue,
as well as the system for managing budget expenditures. This is
evidenced by an increase in the budget deficit, an increase in the
cost of servicing public debt, both external and internal, lowering
the standard of living of the population and stagnation in economic
development. In this context, there is a need to create a well-worked
mechanism for optimizing the government budget.

2. Literature review

While developing an effective system of budget optimization, an
in-depth understanding of its theoretical essence is an indispensable
condition. Thus, it is necessary to analyze the approaches of scientists
to identify economic categories such as “the government budget”,
“optimization” and “fiscal policy”.
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Ukrainian scholars I.F. Komarnytskyi, Yu.l. Onyshchenko, and L.K. Voronova consider the government
budget as a centralized cash (money) fund (Komarnytskyi, 2006; Voronova, 2006; Onyshchenko, 2009).
This approach is quite logical, keeping in mind the understanding of the budget functions emphasized
by LF. Komarnytskyi. That is, this author notes that the funds of this centralized fund are intended to
finance the state apparatus, the armed forces, as well as to ensure the performance of socio-economic
functions. Yu.l. Onyshchenko provides a rather brief and general definition of the government budget,
noting that this is the main fund of financial resources and the determining part of public finance. The
Voronova’s interpretation is similar to the definition by I.F. Komarnytskyi, whose focus is, however, on
the appointment of the fund not only to ensure the performance of the state functions, but also to support
the activities of local self-government bodies.

The next approach to defining the “government budget” term is based on its understanding as the
state financial plan. P.V. Krush, O.V. Klymenko, O.Ya. Stoiko, and D.I. Dema support this point of view.
According to the authors, the budget is a business plan of the country’s income and expenditure, with the
first two scientists’ focus on the one-year plan period (Stoiko, 2014; Krush, Klymenko, 2010). In this case,
scientists pay more attention to the formal expression of the budget than its essence and purpose.

This echoed the Mochernyi’s point of view, who sees the budget as an estimated cost of annual incomes
and expenditures of the state that is pre-designed by the government and approved by law (Mochernyi,
2000). This definition is similar because the estimate is a financial-planning document in its form. Unlike
previous interpretations, the author focuses on the stages preceding the government budget implementation,
namely the stages of development and approval.

A.H. Zahorodnii and Yu.M. Barskyi give quite generalized definitions of the government budget.
A.H. Zahorodnii makes monetary terms the basis of this concept interpretation while ignoring this fund
assignment (Zahorodnii et al., 2002). Yu.M. Barskyi interprets the concept as a detailed description of the
expenditure and financial plans of the authorities at different levels, not taking into account the revenue
part of the budget and its value (Barskyi et al., 2010).

It is necessary to emphasize the approach considering the government as the financial and economic
(monetary) relations. This approach is widely supported. From this perspective, the concept is considered
by A.V. Holovach, K.V. Zakhozhai, N.A. Holovach, V.I. Ospishchev, L.O. Omelianovych, Yu.S. Stoian,
M.O. Danevych, M.Y. Mats, N.O. Kadatska, O.D. Vasylyk, and M.1. Kulchytskyi.

An English scientist N. Kaldor and Russian scientists K.A. Zimarin and Yu.A. Zakirova consider the
government budget as the primary tool for centralizing, distributing and redistributing resources (gross
social income) (Kaldor, 1939; Zimarin, Zakirova, 2014). Thus only N. Kaldor focuses on the goal of
such a division and redistribution, namely maximizing the welfare of society as a whole. This is a rather
generalized interpretation, which in general captures the essence of the concept.

African scholars M. Anyanwaokoro and I.P.P. Okolie state that the government budget is an annual
financial report that reflects income and expenditure for the fiscal year adopted by the legislature, approved
by the President and submitted by the Minister of Finance of the country (Anyanwaokoro, Okolie, 2016).
Given the mechanism for budgeting, which involves planning income and expenditure for the coming
year, it is inappropriate to consider the concept as a report.

J. von Hagen (Germany) and I.J. Hardend (Britain) interpret the government budget as a list of incomes
and expenditures for a specified period of time that the government plans and is entitled to carry out
during the period under consideration (Hagen, Hardend, 1995). This definition reflects the essence of
the government budget, but it neither captures its form nor defines the allocation of the budget.

A group of UK authors, J.A. Kay et al. focus on the fact that the government budget is the predictable
expenditure and revenues for the coming fiscal year (Kay et al., 2018). This a rather brief interpretation
that accurately reflects the essence of the economic category. However, as in the previous case, the form
and purpose are not sufficiently defined.

German scientists H. Riihle and H.-J. Veen understand the government budget as the highest level
of aggregate budget, which includes all state incomes and public expenditure (Riihle, Veen, 1979).
The peculiarity of this definition is putting the government budget to a separate level, which is connected
with the specifics of the given country’s budget system.

Consequently, as a result of the analysis of different approaches to the definition of the “optimization”
concept, we give our own definition, according to which, optimization is a process of improving the
efficiency of economic activity or its product through the development, search and choice of best methods
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A set of measures to achieve a high level R KDetaiIed financial plan for the creation and use of financial

of efficiency in the formation and use of resources for the coming fiscal year to ensure the

financial resources performance of tasks and functions entrusted to the state
Optimization Government budget

The government budget optimization
The set of measures of public authorities and local governments to optimize and rationalize the formation of the
budget revenue and its effective use in order to create favorable macroeconomic environment in the country

Budget policy

Fig. 1. Using the structural and decomposition approach to the interpretation
of the essence of the “government budget optimization” concept

Note: compiled by the author

and solutions under existing conditions. If we consider the concept of optimization in terms of the budget,
then we propose a more specific definition, namely, optimization is a set of measures aimed at achieving
a high level of efficiency in the formation and use of financial resources.

Table 1
Theoretical approaches to defining the nature of the government budget income
Source Definition
Budget Code of Ukraine Tax, non-tax and other non-refundable proceeds, which are stipulated
(Verkhovna Rada of Ukraine, |by the Ukrainian legislation (including transfers, fees for providing
2010) administrative services, own receipts of budgetary institutions).

Ministry of Finance
of the Russian Federation
(Dokhody byudzheta)

Budget Code of the Russian
Federation (State Duma, 1998)

Cash in the budget, except for funds that are sources of funding
for the budget deficit.

Cash received in a non-refundable and irrevocable manner according
to the RF legislation at the disposal of the RF public authorities, the RF
members and local self-government bodies.
. Part of the centralized financial resources of the state, which are regulated
Yu.V. Pasichnyk by the relevant regulatory acts and for the perf: it
(Pasichnyk, 2006) fy e relevant regulatory acts and necessary for the performance of its
unctions.
N.D. Chala & L.V. Lazorenko |Part of the centralized financial resources of the state necessary for the
(Chala, Lazorenko, 2010) performance of its functions; the financial basis of state activity.
I.H. Blahun, R.S. Soroka &
I.V. Yeleiko (Blahun et al.,

Legal standard-based compulsory and voluntary budget revenues used by

2007) the state to perform its functions.
Monetary relations between the state and legal entities and individuals
V.1. Ospishchev in the process of alienating and accumulating a share of the GDP value
(Ospishchev, 2008) in the general non-state fund for the purpose of their further use, that is,

for the state to perform its functions.
T.O. Frolova (Frolova, 2011) |Cash received in a non-refundable and irrevocable manner following
the current classification and the existing legislation.

K. Amadeo The total amount of tax revenue received by the federal government
(Amadeo, Anderson, 2020) | each year.
US Tax Policy Center Transactions with taxes, fees and other revenues collected from various

(Peter G. Peterson Foundation) | economy sectors.
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As follows from the analysis of the scientists” approaches to identifying the “government budget”,
“optimization” and “fiscal policy” economic categories, we can provide an integrated scheme of the main
elements of the holistic concept “the government budget optimization” (figure 1).

Given the figure 1 results, it should be noted that optimizing the government budget should be
understood as a set of measures to improve the efficient formation and use of the budget revenue within
the framework of budget relations to create a favorable environment for socio-economic development
in the country.

3. The purpose of the paper is to explore theoretical approaches to determining the nature of revenues
and expenditures of the budget, to consider the control scheme, the basic concepts of balancing and
optimization on the basis of balance of income and expenses.

4. Main material

Nowadays, an effective system of income and cost management of the government budget in Ukraine
is a priority area of fiscal policy. Optimizing the government budget is a crucial task, as financial resources
are limited, and the deficit budget is overloaded with external loans. Only subject to an increase in the
efficiency of the formation of the budget revenue and the use of the expenditure it is possible to balance
them, and, consequently, to improve the socio-economic development of the country.

Usually, researchers separate the income management system from the expenditure management
system. Given the role of the budget revenue, which is to provide financing for the implementation of the
tasks set before the state, and taking into account the role of the expenditure part, which is to maximize the

Table 2
Theoretical approaches to defining the essence of the government budget expenditures and expenses
Source Definition
S.1. Yurii & Y.M. Beskyd Expenses are economic relations resulting from the disposition of the
(Yurii et al., 2000) centralized cash fund and its use as intended.

A.H. Zahorodnii, H.L. Vozniuk | Expenses are economic relations resulting from the government cash

& T.S. Smovzhenko funds disposition and their use according to the sectoral or territorial
(Zahorodnii et al., 2002) assignment or according to the intended purpose.

Expenses are a tool for distributing and redistributing a centralized

O.D. Vasylyk & K. V. Pavliuk money fund of the state and its use as intended to ensure public

(Vasylyk, Pavliuk, 2004)

welfare.
S.O. Bulhakova, L.V. Yermoshenko | Expenses are the state’s expenditures at the national level, which are
& NL.I. Sushko necessary for the state to perform its functions.

Expenses are funds for implementation of programs and measures
M.Ya. Azarov, V.A. Kopylov envisaged by the law on the government budget for the relevant

& L.K. Voronova (Azarov, 2006) |budget year (excluding funds for principal repayment and

reimbursement of excessive amounts paid to the budget).

L.V. Feshchenko, P.V. Pronoza | Expenditures are public payments made on a non-refundable basis;

& N.V. Kuzmynchuk targeted use of financial resources to meet the demand for public
(Feshchenko et al., 2007) goods and to implement redistributive measures.
Expenses are funds directed towards the implementation of programs
Budget Code of Ukraine and measures provided for by the relevant budget, except for funds
(Verkhovna Rada of Ukraine, 2010) | for principal repayment and the reimbursement of excess revenues
to the budget.

Budget Code of the Russian Expenses are money paid out from the budget, except for funds that
Federation (State Duma, 1998) | are sources of the budget deficit financing following the given Code.
Government Budget of the Republic
of Croatia (Ministry of Finance
of the Republic of Croatia)
The Law on Budget and Financial
Management of Latvia
(Sejm of Latvia, 1994)

Budget Code of Ukraine
(Verkhovna Rada of Ukraine, 2010)

Expenditures are irrevocable current and capital payments, with/
without the use of counter obligations or grants.

Expenses mean all payments from the government budget, except
for funds aimed at principal repayment.

Expenditures are budget expenses, loans from the budget, debt
repayment and placement of budget funds on deposits, purchase
of securities.
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efficient use of available financial resources, we consider it more expedient to consider the management
mechanism in a complex manner, including both systems.

It is worth noting that to build a coherent picture of the system of income-cost management of the
government budget, it is necessary to consider the essence of the objects of control. The theoretical
approaches to the definition of the nature of the government budget income are shown in table 1.

Making the analysis of theoretical approaches to the definition of the government budget revenues
essence, we need to interpret this concept. In our opinion, the revenues of the government budget are
funds accumulated centrally in the form of tax, non-tax and other revenues in accordance with the current
legislation in order to ensure the performance of functions entrusted to the state.

We will further move to other aspects of the government budget — its expenditure and expenses.
The theoretical approaches to the definition of the essence of expenditures and expenses of the government
budget are shown in table 2.

Thus, having analyzed various approaches to the definition of expenses and expenditure of the
government budget, we consider the government budget expenditure as the channeling the financial
resources, which are previously accumulated in the government budget, for the implementing target
programs by the state, measures, granting of credits from the budget, debt repayment, placement of funds

Table 3

Theoretical approaches to the concepts of managing the government budget,

its revenues and expenses

Source

The essence of the government budget management, its revenues and
eXpenses

N.V. Dubinets
(Dubinets, 2014)

Budget revenue management is a complex system consisting of governing
bodies and the process of management itself.

Yu.V. Sybirianska
(Sybirianska, 2007)

Budget revenue management is a set of forms and methods for organizing
the system of budget revenues and forming budgetary resources to ensure
the timeliness and completeness of budget revenues.

T.S. Naboka
(Naboka, 2015)

Budget expense management is a set of measures, forms and methods for
organizing a system of budget expenditures that financial departments and
other state institutions use to justify the directions and scope of their use in
order to ensure that the state performs its functions.

Budget Code of Ukraine
(Verkhovna Rada
of Ukraine, 2010)

Managing the government budget is a set of actions of the budget process
participant in accordance with his powers related to the formation and use
of budgetary funds, control over the observance of budget laws aimed at
achieving the goals, objectives and concrete results of their activities and
ensuring effective, efficient and targeted use of budget funds.

B.S. Maluniak,
V.S. Tolubiak, V.P. Horyn
& V.V. Pysmennyi
(Malyniak, 2015)

Government budget management is a set of interrelated actions (managerial
functions), methods, and techniques, directed towards the managing income
and expenditure of the state and relations arising in the course of their
movement.

S.M. Frolov & 1.D. Skliar
(Frolov, Skliar, 2012)

Management of the government budget is the targeted influence of the state
financial bodies on budgetary relations that arise in the process of formation
and use of financial resources.

V.H. Demianyshyn &
H.B. Pohrishchuk

(Demianyshyn, Pohrishchuk,
2015)

Management of the government budget is a combination of two components:
the totality of governing bodies and the stages and methods of management
activities in the budget process.

Yu.l. Cherkasova
(Cherkasova, 2001)

Management of the government budget is a set of budget relations on the
formation and use of the budget fund of the country.

0O.D. Vasylyk
(Vasylyk, 2000)

Control of the government budget is a set of forms and methods of
targeted influence of the state on the formation and use of centralized and
decentralized stock resources that are at the disposal of government bodies.

Encyclopedia of American
Political Parties and
Elections (Pritzker, 2017)

Management of the government budget means generating income (money
coming to the state from different sources) and approving expenditures
(funds spent on public functions and servicing public debt).
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A set of decisions and actions of the budget process actors on

the formation of budget funds in order to achieve purposes and
Managing the perform tasks assigned to the state.
government

budget revenues

The government budget
management

Purpose: Government budget
optimization based on balancing its
revenues and expense

+ =

Managing the

government
budget

expenditure

A set of decisions and actions of the budget process participant
on the use of budget funds and control of the process in order
for the state to effectively perform its functions in the fiscal
year.

Fig. 2. Overall control scheme of the government budget
Source: compiled by the author

on deposits, purchase of securities in the next budget year to ensure public prosperity and economic
growth of the country.

Having considered the essence of budget expenses and revenues it is possible to discuss the issue of
managing the government budget, its incomes and expenses (table 3).

Having analyzed different theoretical approaches to the concepts such as the management of the
government budget, its revenues and expenditures, one can conclude that the concept of “government
budget management” is considered the most in scientific literature, the term “budget revenue management”
is rare and more rarely the “budget expenditure management” term appears.

Thus, summing up the analysis of theoretical approaches to the above concepts, we can note that it is
necessary to consider the control of the government budget revenues as a set of decisions and actions of
the budget process participants on the formation of budget funds in order to achieve the goals and fulfill
the tasks assigned to the state. In turn, the management of the government budget expenditures is a set
of decisions and actions of the budget process actors on the using the budget funds and controlling this
process for the effective implementation of state targeted programs and measures in the budget year.

The management of the government budget is a set of interconnected decisions and actions of the
government budget actors on the formation and use of budgetary funds, as well as the control of this
process in order for the state to successfully perform all its functions for the purpose of ensuring public
prosperity and economic growth of the country.

It is also necessary to separately formulate the concept of “management of the budget expenditure”,
since, as previously discussed, expenditures are broader than expenses. Thus, the budget expenditure
management is a set of decisions and actions of the budget process participants on the use of budget funds
and control of this process in order for the state to effectively perform its functions in the fiscal year.

Consequently, an in-depth understanding of the issues raised above allows us to construct a generalized
scheme for managing the government budget (figure 2).

The scheme clearly shows that budget management is a set of management processes, both concerning
the revenues of the government budget and its expenditure. Therefore, while developing a system for
government budget optimization, it is necessary to consider the management of the government budget
in an integrated manner.

Thus, after considering the main issues of managing the incomes and expenditures of the government
budget in the context of its optimization, it is possible to proceed to consider ways to optimize and assess
the efficiency of income generation and implementation of budget expenditures.
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Today’s situation, the problem of optimizing the government budget with a view to its balancing is

extremely urgent. The researchers distinguish three main concepts of the government budget balance
(figure 3).

) The annual balancing concept

) The balancing concept throughout the economic cycle

) The functional finance concept

Fig. 3. Basic concepts of balancing the government budget
Source: compiled by the author based on (Sova, 2006)

The concept of annual balancing involves equality of incomes and expenses for each fiscal year. With
such a balance, the state can stop inflation, allocate funds towards investment, boost economic growth.
According to this concept, fiscal policy cannot contribute to fiscal balancing, since even with a reduction
in taxes, household demand and their expenditure do not increase due to the increase in savings due to
expectations of higher taxes in the future.

[ The government budget optimization ]
|
I N |
Optimizing the formation of the Optimization of the government budget
government budget income expenditure
J
( . .. h Improving the efficiency of budget programs
] Restructuring and revising taxes [ proving y gerprog ]
\\§ J
s ~N (. )
Improving the mechanism to regulate the Directing income to economic development programs ]4
N order of tax payment S
> / Social expenditure review programs }%
Improving the budget income .
] administration system
L Improving the efficiency of the government
budget debt burden programs
Creating favorable environment for business
—] development and investment inflow into the economy _
Medium-term Regulation Control
forecasting and ——

planning

-

A

T

Balancing income and expenditure of the government
budget

Fig. 4. Conceptual scheme of the government budget optimization based
on the income-expenditure balance

Source: compiled by the author
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The essence of the balancing concept throughout the economic cycle is to align incomes and
expenditures, increasing the latter during the recession, and by reducing expenditure and increasing taxes
during the period of economic growth. Under this concept, fiscal policy can have a positive impact on the
government budget.

According to the concept of functional finance, balancing the government budget is a derivative aspect
of the economic balance. That is, equalizing the government budget revenues and expenditures should be
after the macroeconomic stability has been achieved. In general, the budget deficit has a certain positive
impact on the economicy development.

To sum up, we get a conceptual scheme of the government budget optimization based on balancing of
incomes and expenditures (figure 4).

While optimizing the state budget expenditures, it is first necessary to create an effective mechanism of
medium-term planning and forecasting; to take into account the priorities of socio-economic policy when
creating budget programs; to increase the share of capital expenses and spending on the development of
state-owned enterprises; to rationalize expenses on the social sphere; to form an effective system of control
for use of budget funds.

5. Conclusions

As a result of the research, theoretical approaches covered in Ukrainian and foreign sources regarding
the definition of economic categories “government budget”, “optimization”, and “fiscal policy” were
systematized. The author’s own vision of these definitions has been formed.

Given the theoretical conceptualization of the government budget optimization, a structural and
decomposition approach to interpreting the essence of the “government budget optimization™ concept
was used to construct a comprehensive scheme.

Theoretical approaches to the concepts of the government budget management, its revenues and
expenditures are systematized, and the interpretation of definitions is supplemented. On the basis of an
in-depth analysis of terms, a generalized scheme of the government budget management was constructed.

The basic concepts of the government budget balance and methods of its balancing are considered.
The ways to optimize and assess the efficiency of income creation and expenditure realization of the
government budget are considered. Based on the analysis, a conceptual scheme of the government budget
optimization was formed through income and expenditure balancing.
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Egpexmusne gynxyionysanns pinancosoeo cexmopy € 06a306010 ymogoio po3sumxy exkornomixu. Ceoeio uepeor
Or00cem  Oeporcagu € O0OHUM 13 HAUGANCIUGIWUX CKIAOHUKIG YinicHoi ¢hinancoeoi cucmemu. Ockinbku 3a
opmysanns, nepepo3nodin i GUKOPUCIMAHHS 8A2OMOI YACHKU PecypCis, aKyMyIb08aHUX y 0l0dicenti, 8ionogioac
CEKMop 0epAHCABHUX (YIHAHCI8, 018 VCHIWHO20 COYIANbHO-EKOHOMIUHO20 De2yNI0BAHHS BANCIUBA  BUBAIICEHA
Ordxcemna norimuka. Ocodnuoi axmyarpHoCmi 8 yMO8ax HAnpyscenoi exonomiunoi 1l gickanvhoi cumyayii,
SHUMNCEHHS TH8eCUYILIHOI NPpUBAOIUBOCHIE, 3POCHAHHS 0I00NCEMH020 Oehiyumy ma deprucasHo2o 6opey Hadysae
numanus onmumizayii 0100xceny Yxpainu. 30Kkpema, 6aNcAUSUM ACTIEKMOM € 3a0e3neueHHst 30a1aHCO8AHOCH
00x00i6 1 sudamkie 0100xcenty, addxice 8 pasi dehiyumy (nepesunyerHs UOAMKIE HAO) OOX00aMU) NIOBUULYEMbC
3ANEAHCHICMb 0EPAHCABU 810 3068HIUHIX NOZUKOBUX PECYPCI8, 4 OmIIce, 3HUNCYEMbCA Pi6eHb (IHAHCO80I DesneKy ma
3a2anoM opMYIOMbCS HeCHPUAINAUGT YMOBU 01 eKoHOMIKY. ORMUManbha cmpykmypa 00X00ie i umpam cnpuse
MAKPOEKOHOMIYHIU cMabintbHOCHII.

Todamxosa nonimuxa K Memoo 3041aHCY8aHHI 0ePICABHO20 DIOOdCemy MAE OYmi 36aiCeHOI0, addice NIOBUeHH
NO0amKig € diegum auuie 00 negHo20 pisHs. J[nsl YHUKHEHHS He2amMUEH020 6NIUEY HA eKOHOMIYHEe 3DOCIAHHA 8APMO
nepe2ia0amu ma po3uupiosamu 643y OnO0AMKy8aHHs, He 30inbiuyIoul npu ybomy cmagku. Pieens onodamxyeanns
Mae oymu coyianbHo cnpageoiusum ma eKoHOMIYHO ONMUMATbHUM.

Jlooamxoea emicia epoweli 0 QiHancysanHs OH00dcemy GUKOPUCTOBYEMbCS 6 X00Ii peanizayii 6100cemHol
NOMIMUKY, NPome Modce Mamu 6Kpatl HeeamusHull epexm y euensioi 30invuieHHs memnie ingusyii. Tomy memnu
3DOCMAHHS 2POUL06OT MACU Y KPAiHI He NOBUHHI nepesuyyeamu memnu 3pocmarnns BBII.

Taxoorc i3 memoro 3pieHOGadNCEHHS 00X00I8 | BUOANKIE 0epHCcaBU BUKOPUCTIOBYIONBCS NO3UK, K BHYMPIWHI, MAK i
306HIWIHI. 3a605KU BUNYCKY U NPOOAICY OEPAHCAGHUX YIHHUX NANEPIe abo OMPUMANHIO 4epe08o2o mpany 6i0 MBOD
oepaicasa ompumye 000amxogi (inancosi pecypcu sk ROKpumms degiyunty, npome 6 yboMy GURAOKY 3pOCHAE
oepaicashutl bope.

Baoicnuso, wob onmumizayis depaicashozo Or0dcemy 6i00y6anacs 6 000X HANPAMAX (K wodo 00x0die, max
i CMocosno eumpam), OCKilbKu 05l GUPIUEHHS COYIATbHUX NUMAHD, 3a0e3neueHHs: eKOHOMIUHO20 3POCIAHHA,
RIOMPUMKU RIONPUEMHUYBLKOT OIAILHOCI, Pe2YTI08AHHS eKOHOMIKU HeoOXiOHa docmamus pecypcHa basa. Boonouac
He MeHWL BadMCIUBUM € ONMUMATLHULL PO3NOOLL KOWMIG 8 YMOBAX 0OMENCEHOCI Pecypcia i3 Memoio 00CACHeNHs
MAKCUMATBHO20 NO3UMUBHO20 COYIATHO-EKOHOMIUH020 eheKny.

Y cmammi nagedeno meopemuuni nioxoou 00 6UHaueHHs Xapakmepy 0oxodis, uoamxie i eumpam 6Oi00xicemy,
DO32IAHYMO 3G2ANbHY CXEMY KOHMPOTIO 0epitcagHo20 0100dicenty, OCHOBHI KOHyenyii 30a1aHCy8ants 0epicasHoo
O1000icemy, a maxoic po3podIeHO KOHYENnMyaIbHy CXemy ORmuMizayii 0epacasHo2o 010xicemy Ha OCHOBI OANAHCY
00x00i6 ma sumpam.

KirouoBi ciioBa: OromKeT, T0X0Iu, BUTPaTH, OalaHc OFOIPKETY, TPOIIOBA Maca.
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THE GLOBALIZATION PROCESS OF THE UKRAINIAN SOCIETY
AS A UNIVERSAL FORM OF HISTORICAL DYNAMICS

Purpose. The article covers the impact of globalization on the development and formation of the Ukrainian
society.

Methods. The study used general scientific and special methods: scientific generalization and systematization
— to determine the characteristics of globalization, comparative analysis — to compare the development of
the countries that are members of the European Union with other countries whose government is seeking
integration with Europe; systematic analysis — to identify the positive and negative aspects of the impact
of globalization on the socio-economic and political development of some countries in the world; logical
synthesis — to explain the results of the research.

Results. It has been researched that globalization as a whole and world economic relations, in particular, is
an objective process that expresses the totality of conditions of development of the modern world community
and, first of all, scientific and technical and economic progress. This is an inevitable stage of the ascension
of humanity to new horizons, which ultimately has positive beginnings, but at the same time is not devoid of
serious and large-scale contradictions, and therefore does not exclude negative influences. It is analyzed that
the main negatives of globalization is the dominance of the “wealthier” country over the less developed in
the economic and even cultural spheres. The downsides also include the commercialization of the cultural
values. Globalization in its present form is subordinated to the interests of the world capital (transnational
corporations) operating using the military-political power of the leading Western powers. However, these
states themselves are leading the world globalization process in the pursuit of their own geopolitical interests.
Conclusions. It is determined that the functioning of the economy of Ukraine does not comply with international
legal norms in terms of taxation system, regulatory system, transparency of financial transactions, etc., which
is the cause of unfavorable investment climate. Despite the high level of declarations made about the need to
attract foreign investment, there is in fact no sound policy strategy for the creation of a favorable investment
climate.
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1. Introduction

The positive impact of globalization is the significant and steady
increase in world industrial production and trade, the almost universal
decline in inflation, the widespread introduction of new principles
and methods of the economic activity. The current undeniably high
rate of the structural change, for certain, cannot be stored indefinitely,
as there are actually limits to how far globalization processes can
go. Full-fledged globalization — in which trade and finance are
regulated only by a risk-adjusted rate of return, and in itself the risk
factor does not depend on distances and national borders — is hardly
achievable. Globalization in general and world economic relations,
in particular, is an objective process that expresses the totality of
conditions for the development of the modern world community
and, above all, scientific, technical and economic progress. This is
an inevitable stage of the ascension of humanity to new horizons,
which ultimately has positive beginnings, but at the same time is
not devoid of serious and large-scale contradictions, and therefore
does not exclude negative influences. Participation in a process that
is not clear makes such a participant the object of the process, and
real knowledge makes it possible to influence and benefit from the
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course of events. We believe that the essence of the process of globalization is that no phenomenon
(economic, social, legal, political, military, etc.), any process in the society, in our life, however large or,
by contrast, small was, can not be considered as itself. The interconnectedness and interdependence of
individual actions, phenomena and processes is intensifying, requiring the consideration and evaluation
of the opposite effect, of all consequences, both close and distant, in the immediate and remote areas.

2. Literature review

This topic has been explored by many national and foreign scholars and practitioners, in particular
V. Andrushchenko, V. Volynka, V. Liakh, V. Pazenko, M. Mykhalchenko, R. Voitovych (Voitovych,
2012), O. Molnar (Molnar et al., 2006), Y. Pavlenko (Pavlenko, 2000), A. Pekhnyk, Y. Prysyazhnyuk
(Pekhnyk, Prysiazhniuk, 2018), V. Sidenko (Sidenko, 2012), S. Sokolenko (Sokolenko, 2002), O. Toffler,
R. Robertson, M. Castels, F. Fukuyama, S. Huntington and others. The scientists have thoroughly explored
the main problems and prospects of integration policy in Ukraine in the age of globalization.

3. The purpose of the article is to explore the concept of “globalization”, its main directions,
advantages and disadvantages.

4. Empirical results

Ukraine has the potential to become not just a European, but a global state, and if it adopts and
develops global values, it will be able to become even higher than Europe. Europe is now living rather
than global values, but European values, and globalization is only an element of trade for it. And as
soon as Ukraine is able to overcome Europe’s limitations on its own, Europe itself will be interested in
Ukraine becoming a part of it. Therefore, the question is whether Ukraine will be able to use the world’s
resources not only to survive, but also to influence others. And its purpose must be to organize itself and
to absorb the global values beyond the narrow borders of Europe. Innovative development of a society
is possible under the condition of the state policy of promoting the development of entrepreneurship
through its various forms, as well as encouragement at the level of enterprises of the development of
entrepreneurial earnings in their own employees (Sokolenko, 2002: 35). That is, summing up what the
scientist can say that the innovative development of the society is possible on the condition of a timely,
ubiquitous and universal initiative.

Globalizationisarelatively new and highest stage inthe development ofthe process of internationalization
of numerous aspects of the social life (Pavlenko, 2000). Globalization as a universal form of historical
dynamics leads to qualitative and quantitative changes in the functioning of the transitional societies
(Voitovych, 2012).

According to V. Sidenko it is possible to speak about the high probability that at the first stages
of implementation of the concept of integration development within the Common Economic Space
(hereinafter — the CES) there will be a discrepancy in certain economic parameters with the standards
of the European Union (hereinafter — the EU) (Sidenko, 2012). For example, there is a problem of
widespread harmonization of Ukraine’s economic mechanisms with the CES member-states. At the
same time, we have similar commitments to the European Union. So in alignment with which economies
do we focus? Perhaps it should be made clear that we will coordinate economic parameters within the
CES solely on the basis of the provisions of the European Union law. However, today this is not the
case in the CES agreement.

Another issue is the creation of a customs union for the CES member-states. However, in the documents
fixing its European choice, Ukraine sets itself the task of joining the customs union with the EU. And the
agreement on the Common Economic Space also aims to create a customs union and does not spell out the
answers to the question how to combine the two tasks. Instead, one can hear the argument that we will first
achieve competitiveness through integration into the CES and then integrate into the European Union. It
is necessary to develop a unified strategy for the European integration, in which both the processes of our
accession to the European Union and the development of opportunities in the post-Soviet space are clearly
coordinated — with the focus on the formation of a wide pan-European economic space (Sidenko, 2012).

Based on the scientific achievements of these and other researchers, we will try to find out the place
of Ukraine in the international coordinate system and the most probable vector of development, which
is derived from the sum of external and internal vectors that affect our country. The framework, in this
case, is the process of globalization against which all processes unfold. If they coincide with the dominant
directions of the global development of the society, then their strength is much greater, and if on the
contrary — contradictory, it leads to their attenuation.
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In order to enter the EU, Ukraine must already have the prerequisites for itself to rise and be at the level
of a European state. The country has the potential to become not just a European country, but a global
state, and if it adopts and develops the global values, it can become even higher than Europe. Europe is
now living rather than global values, but European values, and globalization is only an element of trade
for it. As soon as Ukraine is able to overcome Europe’s limitations on its own, Europe itself will be
interested in Ukraine becoming a part of it (Molnar et al., 2018).

Let us note what prevents this. Firstly, the image of Ukraine in the world as a corrupt state. Secondly,
the functioning of the Ukrainian economy does not comply with the international legal standards in terms
of taxation system, regulatory system, transparency of the financial transactions, etc., which is the cause
of unfavourable investment climate. Thirdly, despite the high level of declarations made about the need to
attract foreign investment, there is in fact no sound effective public policy strategy to create a favourable
investment climate. Ways to create such a climate: low tax rates, a stable political and legal system,
identified priority areas for attracting investment, creating special zones and more. Fourthly, it is necessary
to regulate the work of foreign transnational companies (hereinafter — TNCs). They have to create modern
production in our country, and the Ukrainian state, for its part, has to create favourable conditions for them
to want to invest in Ukraine, but in such a way that it does not harm their own business.

According to some experts, Ukraine is too open to the world, but somewhat one-sided. The structure
of Ukrainian exports is dominated by products of chemistry and metallurgy, that is, almost raw materials
(Molnar et al., 2018). With regard to political integration, we agree with experts who advise not to be
attached to one particular center of political gravity, but to interact with all powerful states in the areas
most relevant to the Ukrainian interests. Ukraine’s increasing role in globalization will increase with
its economy, internal consensus on key foreign policy and foreign economic orientations, strengthening
of the political system and having its own strategic plan for country involvement in the globalization
processes. Ukraine is very little involved in the globalization processes. This is due to the fact that Ukraine
is a fairly closed country that is not integrated into international economic and very specifically integrated
into international political relations. Of course, one cannot be free from globalization as the globalization
progresses. Therefore, of course, the manifestations of globalization affect us as well. However, if we
consider the positive and negative aspects of globalization, Ukraine mostly does not use the positives,
while being affected by the negatives of globalization.

If we consider the most widespread negatives of globalization, we can speak of the dominance of some
wealthier country in the economic and even cultural sphere. They also include the commercialization
of the cultural values, the subordination of the world to the interests of powerful transnational
corporations, and more. Globalization in its current form is subordinated to the interests of the world
capital (transnational corporations) operating, using the military-political power of the leading Western
powers, especially the USA. However, these states themselves, especially the USA, are leading the
world globalization process in the pursuit of their own geopolitical interests, largely autonomous to
those of leading transnational companies.

Modern Ukraine has a dual and slightly unfavourable position in terms of geopolitical self-identification.
The point here is, first of all, in the contradiction between the economic and political interests of our
establishment. In economic relations we have nothing to expect from the West. Western investment is
insignificant and does not relate to the development of advanced technologies, and Western markets remain
and will remain virtually closed to us. However, the Ukrainian authorities seek the wing and custody of the
West. The latter defines its declarative statements (little confirmed by real actions) about aspirations for
Euro-Atlantic structures. On the other hand, the real markets for Ukraine are the Caucasian and Central Asian
states, as well as the countries of Asia and Africa, where our goods can be successfully sold (Sidenko, 2012).

However, Ukraine must integrate into international economic relations and find its real place and
opportunities to maximize the benefits of globalization and minimize the negatives. Given the current
state of the national economy, given the various ratings, it is difficult to say that Ukraine will soon become
a leading country. Therefore, one must realistically consider its role and place in the world. It should be
guided by European values and position itself as a European country. However, it is not fundamental
whether Ukraine is a member of the EU or not. Examples can be given of Switzerland or Norway that are
not EU member states, but are European states.

The integration into the CES can really lead to improvement of the quality of work of the Ukrainian
enterprises, to increase of budget revenues, to improvement of financing of the social sphere, and well-
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being of the population. Therefore, if the EU is a strategy, a common course, then the CES is a tactical
current case that would allow to a certain extent to revive the national economy, which would again raise
the standard of living of the citizens.

Ukraine’s economic interests (energy supply, export opportunities for its goods, etc.) orient Ukraine
to the East and South — Central Asia, China, Iran, and others. However, because of fears of strengthening
Russia’s political dominance, the Ukrainian establishment and much of the society, especially in the
Western regions, are seeking a full rapprochement with the West and joining the Euro-Atlantic structures.
The West is really interested in minimizing Russian influence in Ukraine, but it is not going to open
its markets for our goods, invest in our economy any significant funds and share with us the latest
technologies. The contradictions between the economic and political interests of Ukraine determine the
duality and inconsistency of its foreign policy.

Ukraine is not sufficiently involved in the globalization processes. However, the world development
of globalization involves Ukraine and our political elite. As soon as our nationally conscious political
elite start to save money in Ukraine, there is a prospect that Ukraine will have a special national factor to
consider. However, if you look at the world processes, there are several features worth noting. Ukraine as
a territorial space is interesting enough for the world political players. Ukraine is not interesting because it
has some achievements. However, it has technological and other resources, it is interesting as a geostrategic
space, as a transit territory. Ukraine is interesting as an experiment of traversing a large territory from one
political and economic system to another. Our state is the optimal form where, avoiding civil conflict, one
can create structures that either integrate into the world community (meaning the transatlantic community)
or be integrated into the East (not necessarily negatively coloured by this concept) and accept the traditions
of the East (Voitovych, 2012).

For objective reasons Ukraine cannot, in principle, play a prominent role in the world globalization
process. This is due to its low position in the world economy, lack of national consensus on key issues of
foreign economic and foreign policy orientation, weakness and contradiction of the political course, and
many others. Ukraine could only increase its role in the world globalization process in the conditions of
rapid economic development on an innovative basis, reaching public consensus on the most important
issues of the internal and external strategy development and, thus, a decisive, independent foreign policy
without constant review of the instructions (whatever they came out of).

As for the other aspect of globalization — integration, Ukraine’s desire to integrate both into the EU
and the CES raises some questions. The European Union not only prevents, but also seeks to stimulate the
development of the regional economic cooperation among the countries with which it has partnerships.
In particular, the concept of the European Commission “Greater Europe” that offers new opportunities
for joining the European economic structures of neighbouring countries (including Ukraine) provides for
the promotion of cooperation and development of free trade between these countries (Sokolenko, 2002).
However, the problem is that it is impossible to combine the two integration processes if the principles
of their construction are incompatible. In this respect, there are significant problems in the Common
Economic Space agreement, signed in September 2003, in terms of its compliance with Ukraine’s
European integration course. Unfortunately, the agreement has no guarantees of basing this process on
EU principles and there is no clear guarantee of using this mechanism as a mechanism for joint entry into
the European economic space.

Therefore, it is possible to speak about the high probability that already in the first stages of
implementation of the concept of development of integration within the Common Economic Space
there will be a mismatch on certain economic parameters with the standards of the European Union.
For example, there is a problem of widespread harmonization of Ukraine’s economic mechanisms with
the CES member-states. At the same time, we have similar commitments to the European Union. So in
alignment with which economies do we focus? Perhaps we should make it clear that we will coordinate
the economic parameters within the CES solely on the basis of the European Union law. However, today
this is not the case in the CES agreement.

5. Conclusions

It is impossible to avoid the impact of the globalization processes. Ukraine is still poorly involved
in these processes. The reasons for the low level of involvement of Ukraine in the world globalization
processes are the unpreparedness and unwillingness of the political elite to participate in them, primarily
due to the lack of a global outlook and lack of knowledge of foreign languages; lack of consensus in the
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society regarding the direction of development of the country; absence of powerful domestic transnational
corporations. The way is seen in the rotation of the elites, the creation of their own TNCs, the conduct
of their own independent policies, subject to widespread public support, adopting a national course on
globalization. There is no consensus among experts as to the prospects of Ukraine’s integration with the
EU and the CES, but Ukraine must be as close as possible to all possible unions, associations, etc. which
provide it with security and markets. To do this, one must strive to be the subject of integration initiatives
under any circumstances. Ukraine needs to come up with a unified strategy for the globalization of the
country in which the processes of our accession to the European Union and the Common Economic Space
and to other existing associations, organizations and unions, and to the ones that will appear. The national
interests of Ukraine are a measure of evaluation of any arrangements. Active entry into the global world
requires adequate staffing, the creation of its own TNCs, the harmonization of all systems of the country
to the international standards for its own flexible policies, on condition.
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Mema. YV cmammi ucgimieno numanHs, wo NOSA2A€E 8 AHANIZE NIUBY 2N0OANI3AYIT HA PO3GUMOK | CIMAHOGNIEHH
VKPAIHCLKO20 CYCNibCmea.

Memoou. Y docriddcenHi UKOpUCIMAHI MAKi 3A2albHOHAYKOGI MA CHeYianbHi Memoou: HAYKOee V3a2dbHeHHs
U cucmemamuszayis — 015 GUSHAUEHHS XAPAKMEPUCIUK 2100ani3ayil; NOPIGHATbHULL aHANi3 — O 3ICIMAGIEeHHS.
PO36UMKY KPAiH, wo 6x00smb 00 €eponeticbkoeo Coioszy, 3 IHUUMU KPATHAMU, YPAO AKUX NPAMYE 00 THmeepayii 3
€6ponoio; cucmemMHull aHani3 — O GUABIEHHS NOSUMUBHUX | He2AMUBHUX CIOPIH 6NIUEY 2100ANI3aYlT Ha COYIATLHO-
eKOHOMIUHUL A NOMMUYHULL PO3GUMOK O€AKUX KPAiH CGimy, 102iuHUll cunmes — Onsl NOSACHEHHs Pe3yibmamie
00CTiOMHCEHHS.

Pesynomamu. Busnaueno, wo nosumueHuti 6nug enodanizayii noiiedae 6 3HAUHOMY U HEYXUTbHOMY 30inbUieHH]
C8IM0B020 NPOMUCTIOB020 BUPODHUYMBA MA MOPIGI, 3HUNICEHHI MeMNie [HDIAYIL, WUPOKOMY BNPOBAOICEHHI
HOBUX npuHyunie i memoodie 2ocnodapcwkoi Oisnerocmi. Q0IpyHmosano, wo Ykpaina mae nomenyian 0ns
moeo, Wob cmamiu He HPOCMO €6PONEUCHKOI0, d HABIMb 2100aNbHOI0 depicasolo. Busnaueno, wo erodanizayis
3aeanom 1 c8imo20cno0apcvKux iOHOCUH 30KpeMa — ye 00 €KmugHUll npoyec, AKUll GUPaAdNCAe CYKVRHICMb YMO8
DO3BUMKY CYHACHO2O CIM06020 CHIBMOBAPUCINGA A HACAMNEPE) HAYKOBO-MEXHIUHO20 U eKOHOMIYHO20 NPOZpecy.
Le nemunyyuii eman cxo0dxcenHs 1100cmea 00 HOBUX 00piis, wjo 8 NIOCYMKY Hece MO3UMUSHI NOYAMKY, Npome
800HOYAC He No30aeneHull Ceplio3HUX | MACWMAOHUX NPOMUpIY, a omoice, He GUKTIOUAC HE2AMUGHI GNIUGH.
Konemamosarno, wo ochoshum Hezamusom 6i0 2100anizayii € OOMIHYBAHHS «3AMOJICHIUOLY KPAIHU HAO MeHUL
DO3BUHEHOI0 8 eKOHOMIYHILL I HAGIMb KYIbMYpPHIU chepax. J[o HeeamusHux puc maxkodic HAReNCamy Komepyianizayis
KYIbMyPHUX YiHHOCMel, NIONOPAOKY8AHHA C8Imy IHmepecam NOMYICHUX MPAHCHAYIOHATLHUX KOPROPAYill MOowjo.
Tobanizayis 6 il cyvacHomy euensioi nionopsiOKo8aHa IHmMepecam Ceimogo2o Kanimauny (MpaHCHAYIOHATbHUX
KOpnopayiii), ki 0iomb, GUKOPUCIOGYIOUU BIlICbKOBO-NOLIMUUHY MO2YMHICMb HPOGIOHUX 3aXIOHUX depoicas. OOHAK
yi Oepoicasu Kepyomp C8IMOGUM 2I0OANI3AYIIHUM NPOYECOM 8 IM 5 Peani3ayii 61ACHUX 2ONONTMUYHUX IHMEPECi8.
Bucnosxu. Bemanosneno, wo @ynKyionysanns ekonomixu Yxpainu ne ionogioae MisicHapoOHuM npagosum Hopmam
Y YaCMUHI, Wo CIOCYEMbCS CUCTeMU ONOOAMKYBAHHS, CUCTEMU Pe2YTI0BAHHSL, IPO30POC (DIHAHCOBUX MPAHCAKYil
mowjo, Wo U NOCMAc NPUHUHOI0 HECHPUAMIUBO20 THBECMUYILIHO20 Kimamy. He3sadxcaiouu na me, wo Ha 8Ucokomy
DisHI 0eKIapamugro pooisamvCs 316U Npo HeOOXIOHICHb 34YUEeHHS THO3EMHUX THeeCMUYIl, HACHPasoi 6I0CYMHs
36aicena 0ieea cmpamezisi OepAHCABHOT NOTTMUKU U000 CIMBOPEHHS CNPUSMAUB020 THEECTUYILIHO2O KAIMATMY.

KorouoBi ciioBa: tiiobanizartisi, MOMiTHKA, EBPOIHTETPallisl, HAIIIOHAIbHA EKOHOMIKA, YPSI/I.
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COCAINE SMUGGLING BY HELP OF NARCO-SUBMARINES
FROM SOUTH AMERICA TO EUROPE AND AFRICA: A PROVEN CASE -
A LAST WAKE-UP CALL FOR CUSTOMS SERVICES AROUND THE WORLD

The drug cartels of South America and organized crime have long been known to use semi-sub speedboats,

Narco-Torpedoes and Narco-Submarines for smuggling cocaine from South America to Mexico and
eventually to the United States of America. The drug trade is increasing strongly and organized crime is

always looking for better and smarter ways to smuggle drugs into target countries. The story started as

early as 1993 and eventually it started to be a case of chain manufacture of custom-built Narco-Submarines

in 2007. Counter-measures in the Americas in the war on drugs are the use of Anti-Submarine Technology
such as Submarine-hunter Aircrafts, Submarines and Coast Guard Ships. Now for the first time a Narco-

Submarine has been seized transporting more than 3 000 Kilogram Cocaine to Spain. Are Europe’s and
Africa’s Customs Administrations prepared? Are Europe’s and North Africa’s Coast Guard forces equipped
and working together in order to seize Narco-Submarines from the Americas? This is the last wake up call for
a newly emerging threat to Customs Services around the World. This capacity building and background paper
investigates newspaper and official reports as well as scholarly papers on the development and evolution of
Narco-Submarines in Middle and South America and the current use of Narco-Submarines in Middle and
South America. In particular details on new developments in the increase of their use in smuggling attempts

to North America are given. In particular itinvestigates and discusses in detail the case of a proven trans-

Atlantic trip of a Narco-Submarine from South America to Europe in November 2019. In conclusion this

paper calls for a higher awareness and better vigilance for this novel way of irregular naval warfare and

drug smuggling from Southern America to Europe and Africa by help of Anti-Submarine technology such as

Anti-Submarine Aircrafts, Anti-Submarine Naval Ships and the use of naval forces such as the Coast Guard
in coordinated operations in Europe and Africa in order to combat global drug smuggling.

Key words: customs technology, law enforcement, smuggling, illicit drugs, smuggling technology, anti-
submarine technology, submarine detection, capacity building, irregular naval warfare.
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of merchant containers such as banana containers, by reforming
drugs into normal trade items, by simply smuggling them in hollow
spaces in cars by help of drug tunnels and many other ways.

This paper investigates the use of Narco-Submarines in Middle
and South America and investigates the case of a proven trans-
Atlantic trip in November 2019.

2. Overview about drug smuggling techniques

Several drug smuggling techniques are used by the drug cartels
globally.

— Well documented examples are:

— low flying aircraft that fly over borders underneath the radar;

— speedboats that run in safe distances along the shore and
coastline in Middle America;
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— body-packers that ingest small packages of drugs;

— utilizing fishing, yachts or cargo/merchant vessels (in hollow spaces or off board);

— using self-propelled semisubmersibles (SPSS) or Narco-torpedos;

— using the rip-off technique in bags of merchant containers such as banana containers;

— reforming drugs into normal trade items;

— using hollow spaces in cars;

— using drug tunnels;

— using narco-drones;

— using mail, parcels and postal packages.

Many more techniques may apply. Smuggling techniques are normally well documented by the
UN and its special illicit drug programs, by the national customs and police services (examples from
Germany’s Customs Service (Zoll, 2020a; Zoll, 2020b; Zoll, 2020c; Zoll, 2020d)) and even on Wikipedia
(Illegal drug trade; Narco-submarine; Mule)). This paper focusses on the use of Narco-Submarines in the
Americas and the potential crossing of the Atlantic Ocean and its implications.

3. Evolution of Narco-Submarines in the Americas

The so called Narco-Submarines were invented in South America by the drug cartels of Colombia
in order to transport cocaine to the US. At first speedboats and semi-submersible speedboats and self-
propelled semisubmersibles (SPSS) or Narco-torpedoes (as early as 1993 (UNODC, 2012; Ramierez,
Bunker, 2015: 9—-14; Ramierez, Bunker, 2015: 38-45; Ramierez, Bunker, 2015: 29-32; Ramierez, Bunker,
2015: 33-37)), were mostly used until more and more sophisticated Narco-Submarines were developed
up to 2010.

Three phases of Narco-Submarine development can be distinguished:

— Narco-sub Experimentation Phase: Early 1990ies through 2004,

— Narco-sub Prototyping Phase (Semi-Submersibles): 2005-2006,

— Narco-sub Standardization and Maturity Phase: 2007-2016 (Jacome Jarmillio, 2016).

And since then? Further developments are likely and this paper investigates a new development —
trans-oceanic smuggling travels from the Americas to Africa/Europe.

Hundreds of photos of Narco-Submarines and their varying design are well documented in the internet
(Amicus, National Geographic Society, Nautica Report, Time Magazine, all online) and the scholarly
literature on this matter (Ramierez, Bunker, 2015). The design of Narco-Submarines has also been
explained by help of drawings and graphs (El pais; Sutton, 2019a).

4. Importance of Maritime Smuggling in the Americas

As of 2012 about 80 percent of all drugs were channelled from the Andean regions in maritime
Smuggling to Honduras or Mexico (Ramierez, Bunker, 2015: 6-8). Up to 30 percent of this smuggling way
is done by help of Narco-Submarines (Ramierez, Bunker, 2015). Data of seizures of Narco-Submarines
has been published for 1993-2013 (Ramierez, Bunker, 2015: 38—45) with a peak of 20 seizures in 2009.
Current data speak of a Narco-Submarine Epidemic in 2020 with 35 seizures in 2018 and 36 seizures in
2019 (Sutton, 2020). The Cocoa harvest has been very high in 2017-2018 — about three times higher than
in 2008 (Sutton, 2020) and a lot of Cocaine is in Columbia that must be shipped away to its Markets in
North America and Europe.

5. Capacities of Narco-Submarines in the Americas

Narco-Submarines are said to have a single load capacity of up to 8 000-10 000 Kilograms of illicit
drugs per shipment (the biggest Narco-Submarine is said to be built for up to 200 000 Kilograms or
200 Tons of drugs (Ramierez, Bunker, 2015)). They can travel semi-submersed or at underwater travel up
to depths of 20 meters and are difficult to detect.

Some are having two motor systems (Diesel/Electro (Ramierez, Bunker, 2015)).

They mostly are travelling in coastal waters in the Middle Americas.

6. Long-distance travels of Narco-submarines across the Atlantic Ocean? A legend?

It has long been speculated that Narco-Submarines can also cross the Atlantic Ocean in order to make
long-distance travels to Europe or North- or Western-Africa. It is a legend of Spanish law enforcement
officers that a cartel member may have mentioned that way of smuggling.

In 2007 an extraordinary large Narco-Submarine was found on Columbia’s Caribbean Coast and in
2014 a large Narco-Submarine was found in Guyana (South Americas) and both were speculated to be a
model for a long distance run (Sutton, 2019a).
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But many have laughed at that idea as being nautically and technically not-feasible.

In December 2015 a Narco-Submarine was discovered in Brazil on the Atlantic coast, which only
makes sense when the destination is Europe or Africa (Sutton, 2019a).

In November 2019 a Narco-Submarine was brought up off the coast of Spain transporting more than
3 000 Kilograms of cocaine. This must be seen as a legend proven.

What are the consequences and implications? Are Europe’s and Africa’s customs offices, Coast Guards
and Naval forces (Marines) equipped and prepared for such an unexpected naval warfare at their coasts?

7. The proven case of a Narco-Submarine approach from the Americas to Europe in November
2019

On 24 November 2019 a 22 meter long slender single motor Narco-Submarine was caught off Spain
with more than 3 000 Kilogram of Cocaine as load (The Guardian, 2019a; The Guardian, 2019b).
Technically it was a so called low profile vessel (LPV) that is difficult to detect but cannot fully
submerse (Sutton, 2019a). It was reported to have travelled from Guyana (South America) with a likely
stop at Cape Verde (off the Coast of Africa) to Portugal and Spain (Sutton, 2019a). The mode of travel
is uncertain. It is unknown if it has done the whole journey on its own or may have been towed or
taken by a large ship for a long distance and then set on its own journey later. In 2006 a self-fabricated
submarine (from Spain) was first attempting to bring cocaine ashore off Galicia/Spain but the cocaine
was loaded on it near the coast (The Guardian, 2009; Sutton, 2019a). The design of this 2019 cocaine
smuggling Narco-Submarine can be likened to a Narco-Submarine from South America that was caught
in the Pacific Ocean off Columbia but with a longer design which was most likely due to more fuel
tanks (Sutton, 2019Db).

8. Discussion

The mode of narcotic drugs and cocaine smuggling is varying according to the geographical setting
and the border problems. At the US-Mexican-Border low flying Aircraft, tunnels and drones are often in
use. And also the method of drug smuggling through desert routes is applied.

In trans-Atlantic the preferred smuggling method is often by help of merchant vessels, body-packers
in air-travel.

The rise of Narco-Submarines as mode of smuggling rose in the Americas from 2007 on where the
newest and best-use design has been developed.

Up to 10 000 Kilograms Cocaine can be shipped in one shipment in costal near waters (Goudar, 2019).

This has been one of the success-model of the cartels in the Americas in order to smuggle drugs from
South Americas to Mexico and from there to the United States of America.

In three cases from 2007 to 2015 there were suspicions about Atlantic naval drug shipments by help of
Narco-Submarines.

This proven case of a trans-Atlantic smuggling journey from South America to Europe in November 2019
shows the ability and practice of cocaine shipments by help of Narco-Submarines in great quantities (here
3 tons). It must be a wake-up call for the law-enforcement authorities in Africa and Europe. The customs
authorities and coast guards must be aware of slowly travelling mostly submersed Narco-Submarines that
are trying to land the remote coasts of Northern Africa or Portugal/Spain/France/Ireland/UK. Possibly
the Narco-Submarines are not landing their load but re-distributing it on to Yachts or Fishing-Boats and
Merchant Vessels off the coast. But vigilant European Coast Guard System must be aware of such a new
threat and be able to detect such Narco-Submarines.

Submarine Hunters must be employed from the Naval Marines of the Countries in Question.

That also applies for flying Submarine Hunter aircrafts and the use of satellite technique.

The US is successfully employing its P-3 Orion Anti-Submarine (Hunting) Aircraft in the Americas
(Sutton, 2020).

9. Conclusions

The War on drugs can only be won when all modes, techniques and ways of smuggling drugs into
a country are known and understood. One way that is common in the Americas is the use of Narco-
Submarines. A new Narco-Submarine Epidemic is under way since 2018 when 35 Narco-Submarines
were seized and in 2019, when 36 Narco-Submarines were seized. For the first time in November 2019 the
trans-Atlantic smuggling of more than 3 000 Kilograms of cocaine to from the Americas to Spain has been
publicly well documented and widely discussed in the media and in law-enforcement circles.

Customs Scientific Journal, Ne 1, 2020 39



The new generation of Narco-Submarines is good enough to cross an entire ocean (either on their own
power or being towed).

This is, this must be a wake-up call to all law enforcement and customs authorities in Europe and
Africa. Apparently the drug cartels have found a vehicle for smuggling large quantities of drugs into
another continent.

That raises the question of how well the law-enforcement side is prepared.

In the US the coast guard is openly combating the drug-speedboats and Narco-Submarines successfully.

But this problem has not been openly on the agenda in Europe and Africa, yet. Now it is.
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KOHTPABAHJIA KOKATHY 3 NIBIEHHOI AMEPUKH JIO €BPOITN TA AGPUKH
3A JOMOMOT OO HAPKOCYBMAPHH: TOBEJEHHA BUIIATOK -
OCTAHHINA CUTHAJI 111 MUTHHUX CJYKB Y BCbOMY CBITI

Kapcren BEEPT,
207106HULL 0hiyep MUMHOL CLyHcou
Tonosnoz2o mumnozo ynpaeninna micma bpemen,
cmapuiuii 8uKIa0ay
Yuisepcumemy npukiaonux Hayk y 2any3i eKOHOMIKU Mda YAPAGIIHHSA
carsten.weerth@gmx.de
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Yowce oasno eioomo, wo napxoxapmeni Ilie0ennoi Amepuxu ma 3104UHHI OPeaAHI3AYIl GUKOPUCTOBYIONTD
Hanignio8o0HI WGUOKOXIOHI Kamepu, Hapkomopneou ma HaprocyomMapunu 0 KoHmpabanou kokainy 3 Iliedennoi
Amepuxu 0o Mexcuxu, a nomim i 00 Cnonyuenux [lImamie Amepuxu. Obcsieu mopeieni HAPKOMUKAMU 3HAUHO
3DOCMAIONtb, OP2AHI308AHA 3TOUUHHICIb 3A8HCOU WYKAE HAUKPAW 1l XUmpi cnocobu KoHmpabamou 6 yinbogi
kpainu. Llei npoyec posnouascs we 6 1993 poyi i, K HACTIOOK, NPU36I6 00 GUHUKHEHHS JAHYI02A GUPOOHUYMEA
cneyianvho pospoonenux waprocyomapun y 2007 poyi. Amepuxancoki KOHmMpP3axoou y GiliHI nPOmu HAPKOMUKIE —
ye GUKOPUCTNAHHSA MAKUX NPOMUBOOHUX MEXHONO02IU, K NPOMUHOBHO8A Asiayis, NiOBOOHI HOSHU Ma Kopaoni
bepe206oi oxoponu. Hapasi 3aghikcosano nepuiuii 6Unadox nepexonients HapKocyoMapunu, aKa mpancnopmysaid
nonao 3 000 xinoepamis koxainy 0o Icnamii. Yu nioeomoeneni mumui aominicmpayii €eponu ma Agppuxu? Yu
CNOPAOIICEHT HATEHCHUM YUHOM T 30amHi cnisnpayiosamu cuiu oepe2osoi oxoponu €eponu ma Ilieniunoi Agppuxu,
w06 3axonumu Haprocyomapunu 3 Amepuxu? Lle ocmanniu cuenan 610 H060i 3a2po3u Ok MUMHUX CIYHCO Y BCLOMY
ceimi. Y yitl nyonikayii npo HapowyeanHs nomenyiany 00iey HAPKOMUKIE 00CHIONCeHO 008IOK06I Mamepiany,
eazemi il 0QiyilHi 00N08IOL, @ MAKONC HAYKOBL NPAYi NPO PO3GUMOK MA e60NIOYiI0 HapKocyomapun y Llenmpanvhiil
i Ilisoenniti Amepuyi, ix cyuache suxopucmauus. 30kpema, noOGHO IPYHMOGHY IHopmayilo npo ix cyuachuil
DO3BUMOK T BUKOPUCIANHA Y cnpobax Konmpabanou do Tlieniunoi Amepuxu. JJocriodceno i demanvHo 062080peHo
8UNAOOK D06€0EHOT MPAHCAMAAHMUYHOT Hodopodici Haprocyomapunu 3 [Tisdennoi Amepuxu 0o €eponu 6 mucmonadi
2019 poxy. ¥ niocymky docriocents asmop 3axiuxae 00 0itbwloi 00I3HAHOCMI 1l NUILHOCME U000 Yb02O HOBOO
cnocody 8e0eHHst Hepe2yIApHOi MOpCcoKol itiHu ma KoHmpadanou Hapkomuxis i3 Iliedennoi Amepuxu do €sponu
U Appuxu 3a 00noM0o2010 MAKUX NPOMUBOOHUX MEXHON0IH, AK NPOMUYOBHOBA ABIAYIs, NPOMUYOBHOBI KOpaoni ma
BUKOPUCTIAHHSL BIICEKOBO-MOPCHKUX CUT (HANPUKIAO, 6epec06oi 0XOpoHiL) Yy KOOpOUHOBAHUX onepayisax y €eponi ma
Acppuyi 3 memoro 6opomvou 3i C8IM0E0I0 KOHMPAOAHOOK HAPKOMUKIS.

Ki11040Bi cj10Ba: MUTHA TEXHOJIOTiS, IPAaBOOXOPOHHA AiSUIbHICTB, KOHTpabaH 1, 3a00pOHEHI HAPKOTHKHY,
TEXHOJIOT1i KOHTpaOaHAM, NMPOTHYOBHOBI TEXHOJOTii, BHSBJICHHA IMiJIBOAHUX YOBHIB, HApOLIyBaHHS
NOTEHI a1y, HeperysipHa MOpChbKa BiifHa.

42

Customs Scientific Journal, Ne 1, 2020



UDC 351.746:007 (477)

DOI https://doi.org/10.32836/2308-6971/2020.1.6

STATE REGULATION IN THE FIELD OF CYBERSPACE PROTECTION
AS A COMPONENT OF ENSURING INFORMATION SECURITY OF UKRAINE

The purpose of the article is to highlight state regulation in the field of cyberspace protection as a component
of information security of Ukraine at the present stage of state building.

Methods. The methodological basis of the development was the dialectical approach, which involves

consideration of the prerequisites for the formation of state regulation of ensuring cybersecurity as an

objective reality, which is constantly evolving affected by technical, political, legal, security and other factors.

In addition, in the course of the study historical and legal, system-structural, structural-functional methods,

the method of ascending from abstract to specific were applied.

The results of the scientific development of the topic selected allows to state that the main legal basis for
ensuring cybersecurity in Ukraine is the implementation of measures aimed at secure protection of cyberspace,

provided that it is open, accessible to the participants of information exchange and stable. Accordingly, state
administration of cyberspace security must meet the requirements of a democratic state system and the rule of
law when the potential restriction of the right of a person to information is reduced to a minimum. At the level
of administrative and legal regulation of cybersecurity processes, state measures in the field of cyberspace
protection are not defined systematically, there is no clear list of them and administrative cooperation of
cybersecurity entities is not regulated properly.

1t has been established that Ukraine commits itself to the European Union to carry out a number of measures
aimed at the development and protection of cybersphere within the framework of combating cybercrime,

ensuring military-technical cooperation and crisis management, creating and protecting a system of
information exchange on terrorism with the European Union, protecting computerized information systems
and electronic data exchange system for economic cooperation, development of innovations and innovative
technologies.

The conclusions of the study of topic selected allow to point out that the current legal bases of implementation

of state policy in ensuring the protection of cyberspace and cybersecurity have major faults. In particular, it
is the slowness in reforming the cybersecurity regulatory framework, the lack of regulation of aspects of the
administrative interaction of subjects of the national cybersecurity system, the lack of clear legal regulation
of main risks and threats to the national cyberspace. Proposals for optimizing the regulatory support of these
aspects should form the basis for further scientific research on these issues. It is also substantiated that Ukraine
needs to develop and implement measures aimed at fulfilment of provisions of the Association Agreement
between Ukraine and the European Union regarding the development and protection of cyberspace.
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1. Introduction

One of the most significant achievements of scientific and
technological progress for the humanity was the creation
and expansion of the functional potential of information and
communication technologies. Today, with the development of the
Internet, entire spheres of manufacturing and non-manufacturing
public relations in most countries of the world develop in cyberspace.
The advantages of using this method of social communication are
obvious, as it provides speed, economy, and maximum saturation
of information of socio-economic, political and legal, cultural
ties. At the same time, the accelerated growth of the cybernetic
component of state-building processes creates the risks of its
unlawful damage or unfair use.
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According to experts, tens of thousands of crimes with the use information technologies, software,
hardware and special technological equipment are committed in Ukraine annually (Nikulesko, 2019).
Currently, these issues are compounded by the fact that no comprehensive nationwide cyber security
management system has been developed in Ukraine. Thus, in the Cybersecurity strategy of Ukraine
(hereinafter — the Cybersecurity strategy), which was put into effect by the Decree of the President
of Ukraine “On the decision of the National Security and Defense Council of Ukraine of January
27, 2016 “On the Cybersecurity Strategy of Ukraine ” of March 15, 2016 Ne 96/2016, it is stated
that the insufficient effectiveness of the subjects of the security and defense sector of Ukraine in
counteracting cyber threats of military, criminal, terrorist and other nature, as well as the inadequate
level of coordination, interaction and information exchange between the subjects of cyber security
actualize cybersecurity threats (President of Ukraine, 2016). Considering the above, the urgent task of
modern legal science is a comprehensive development of organizational and legal aspects of the state
regulation in the field of information security of Ukraine. In view of this, the purpose of the article is to
highlight state regulation in the sphere of cyberspace protection as a component of information security
of Ukraine at the present stage of state building.

2. Research methodology

Scientific analysis of state regulation of cyberspace protection has become possible due to the
application of a specific system of methods of scientific knowledge. In particular, the methodological
basis of the article was the dialectical-materialistic approach, which provides consideration of the
prerequisites for the formation of state regulation of cybersecurity as an objective reality, which is
constantly evolving affected by technical, political, legal, security and other factors. In addition, a
number of methods of scientific knowledge were applied. In particular, the historical method was used
to highlight the genesis of regulatory support for cybersecurity. The system-structural method has made
it possible to determine the system of aspects of interdependence of increasing danger level of threats to
the information environment of Ukraine and the legislative regulation of its protection. The application
of the structural-functional method has given the possibility to reveal the role and importance of state-
administrative measures for the protection of cyberspace in the aspect of ensuring the information
security of the state. The classification method allowed to group primary management measures aimed
at ensuring cybersecurity. The method of theoretical and legal forecasting was applied to substantiate
the perspective tasks of legal science in the part of further development of the basics of ensuring
cybersecurity of Ukraine.

3. An overview of the main sources of scientific information that were used in the course of writing
the article

The general theoretical bases of the article were the ideas, conclusions and proposals of national
scientists and experts, who considered the issue of securing the cyberspace of Ukraine from unlawful
encroachments in their researches and analytical materials. In particular, these are D.V. Dubov, D.S.
Nikulesko, V.F. Furashev, O.I. Yaremenko, and others). Also in the process of preparing the article
the regulatory acts of the national legislation of Ukraine on cyber security, as well as the Association
Agreement between Ukraine and the European Union were used.

4. Main body

4.1. The concept of cyberspace

The term “cyberspace” has been widely used in many fields of engineering and humanities for a
long time. Its formation and introduction into the scientific discourse of jurisprudence is determined, as
D.V. Dubov notes, rethinking of the priorities of national interests and self-understanding, considering
that the protection of interests of state and nation in the information society is qualitatively different from
the traditional understanding of security as a “state of safety”” (Dubov, 2014). Such rethinking originates
from the second half of 20th century, when information became not only a product that has market
value at both global and national levels, but also received the status of a resource for state development.
In fact, cyberspace is one of the main components of the information infrastructure of a state. As a
complex phenomenon, cyberspace includes both a material component (means of computer technology,
communication equipment, material components of telecommunication networks, writing algorithms and
codes, etc.) and intangible — information, code reading processes, information transmission processes
(Furashev, 2012).
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In the legal field of Ukraine, the universal definition of the category “cyberspace” appeared only in
2017, when the Law of Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine” of October
5,2017 Ne 2163-VIII (Verkhovna Rada of Ukraine, 2017) was adopted. In art. 1 of the act, cyberspace is
defined as an environment (virtual space) that enables communications and/or public relations, formed
as a result of the functioning of compatible (connected) communication systems and the provision of
electronic communications using the Internet and/or other global data networks. Experts point out that
the main reason that pushed the legislator to define the term “cyberspace” at the legislative level was
the complete unwillingness of Ukraine to repel cyberattacks and the lack of legal regulation of state
administration of cybersecurity. For example, in 2016, Petya/Nyetya virus caused unprecedented damage
to Ukraine: more than half of Ukrainian companies were affected by the virus, they lost large amounts of
data and financial reporting over several reporting periods and had to recover the information for a long
time (Krasnyi et al., 2018). Legal regulation of the cyberspace category has become an important step
towards structuring a systematic state policy aimed at ensuring cybernetic and information security of
Ukraine. In terms of protecting cyberspace from unlawful encroachment, the criminalization of cyberspace
crimes is also important. The law provides the concept of “cybercrime”, which is referred to as a socially
dangerous act for which criminal liability is provided.

4.2. Legal regulation of the components of state regulation policy in the sphere of cyberspace
protection

Regarding the issue of state regulation in the field of cyberspace protection, two important features should
be emphasized. The first feature is that, according to the content of Article 7 of the above mentioned Law
of Ukraine “On Basic Principles of Cybersecurity of Ukraine”, the key principle of ensuring cybersecurity
in Ukraine is the realization of measures aimed at secure protection of cyberspace subject to ensuring its
openness, accessibility and stability. Accordingly, the state administration of cyberspace security must
meet the requirements of a democratic state system and the rule of law when the potential restriction of
the right of a person to information is reduced to a minimum.

O.1. Yaremenko explains this by the fact that cyberspace is a kind of “conductor” of information
processes and is a dominant part of the information sphere of the modern society (Yaremenko, 2017).
The second feature is that at the level of administrative and legal regulation of cybersecurity processes,
state regulation measures in the field of cyberspace protection are not defined systematically and there is
no clear list of them. For example, analyzing the provisions of the Cybersecurity strategy and the Law of
Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine” systematically, the main measures
of the state regulation policy in the field of cyberspace protection are:

— ensuring the formation and realization of the state policy in the field of cybersecurity, protection
of national interests of Ukraine in cyberspace and combating cybercrime by the Cabinet of Ministers of
Ukraine;

— organization and maintenance of the national cybersecurity system;

— formation of the system of information security audit on the objects of critical infrastructure;

— taking measures by duty-holders to prevent the use of cyberspace for military, intelligence,
subversive, terrorist and other illegal and criminal purposes;

— development of measures for protection of cyberspace from real and potentially aggressive actions,
preventing the use of cyberspace for terrorist, military and other unlawful purposes;

— ensuring interaction of the main subjects of the national cybersecurity system (State Service of
Special Communications and Information Protection of Ukraine, National Police of Ukraine, Security
Service of Ukraine, Ministry of Defense of Ukraine and General Staff of the Armed Forces of Ukraine,
intelligence agencies, National Bank of Ukraine);

— guaranteeing the safety and sustainable functioning of electronic communications and state electronic
information resources, etc.

It should be noted that the primary prerequisite for state regulatory policy in the field of cyberspace
protection is the creation of a regulatory and term base in the field of cybersecurity, as well as the
development of appropriate regulatory support for the specified issue. The national practice of rulemaking
on this issue is just shaping and undergoing a stage of its formation. The imperative for the formation of
an effective legal field for the realization of state regulation in the field of cyberspace protection should be
a combination of political, legal, technical, energy, intellectual, financial aspects of the development and
implementation of legal structures for ensuring cyberspace security.
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4.3. Issues of effective functioning of the system of state regulation in the sphere of cyberspace
protection at the present stage of state formation

The Cybersecurity strategy includes a list of factors that are major problems for the national
cybersecurity policy. In particular, it is an inadequacy of the electronic communications infrastructure
of the state and the level of its development and security with modern requirements; insufficient level of
protection of critical infrastructure, state electronic information resources and information, the requirement
for protection of which is established by law, against cyber threats; unsystematic cyber defense measures
for critical infrastructure; insufficient development of the organizational and technical infrastructure
providing cybersecurity and cyberprotection for the state electronic information resources; insufficient
effectiveness of subjects of the security and defense sector of Ukraine in counteracting cyber threats of
military, criminal, terrorist and other nature; insufficient level of coordination, interaction and information
exchange between cybersecurity entities. We consider it necessary to amend the Cybersecurity strategy
with provisions on the regulation of the main forms of administrative and managerial interaction of
subjects of the national cybersecurity system.

In addition, we also consider it appropriate to focus on the slowness of changes to the core documents
that make up the legal field of cybersecurity. For instance, since 2016 the Cybersecurity strategy has not
been amended, despite the increasing number and level of danger of cyberspace threats in Ukraine. It was
only at the end of 2019 when the need to amend the Cybersecurity strategy was oficially announced due
to the need to counteract modern cyber weapons and the development of the National Cyber Security
Coordination Center within the National Security and Defense Council (“The Day”, 2019). The situation
is similar with the Law of Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine”, which
has been amended only once within a few years. This situation needs revision and mobilization of
lawmaker's efforts with the participation of international partners and subject to the positive experience of
the countries of the world in the implementation of cyberspace protection policy.

4.4. Priority areas for reforming state regulation in the field of cyberspace protection in accordance
with the Association Agreement

In 2014, a historic document was signed between Ukraine and the European Union — the Association
Agreement between Ukraine, of the one part, and the European Union, the European Atomic Energy
Community and their Member States of the other part (hereinafter — the Association Agreement).
The document identified the strategic foundations for reforming all spheres of public life in Ukraine in
accordance with the standards and rules of the European Union (Verkhovna Rada of Ukraine, 2014).

The Association Agreement provides a system of conceptual provisions related to cyberspace
protection activities. In particular, Ukraine takes an obligation of establishing a system of interaction
with the European Union in the direction of combating cybercrime (art. 26), ensuring military-technical
cooperation and crisis management (art. 10), creating and protecting a system of information exchange
on terrorism with the European Union (art. 23), ensuring protection of computerized information systems
and electronic data exchange system on various forms of economic cooperation (art. 135). In addition, the
Association Agreement contains a significant number of provisions on the development of innovations and
innovative economic relations. It is impossible without the cyberspace. Accordingly, at the national level,
Ukraine needs to develop and implement measures aimed at realization of the Association Agreement
provisions regarding the development and protection of cyberspace. Such multi-stage and systematic
work provides the involvement of a wide range of specialists for the implementation of the formulated
tasks with a focus on ensuring information security of Ukraine.

5. Conclusions

State regulation of cyberspace protection processes in Ukraine is an integral part of ensuring information
security of the state. At the beginning of 2020, the basic legal framework for the implementation of state
policy towards ensuring the protection of cyberspace and cybersecurity were formed at the level of the
legal system of Ukraine. However, the administrative and legal regulation of the state regulation of
protection of cybersecurity is characterized by certain gaps. In particular, it is the slowness of reforming
the regulatory framework for cybersecurity, the lack of regulation of aspects of administrative interaction
between the subjects of the national cybersecurity system, the lack of clear regulation of the main risks
and threats to the national cyberspace of Ukraine. These concepts should form the basis of prospective
scientific research on identified issues in order to make sound proposals for improving the national
cybersecurity legislation.
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HJEPKABHE PEI'YJIIOBAHHSA Y COEPI 3BAXUCTY KIBEPIIPOCTOPY
AK CKJAJTHUK 3ABE3INEYEHHSA IHOOPMAIIMHOT BE3IEKU YKPATHUI
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Mema cmammi nonazae y uceimienui 0epicasnoeo pe2yriosants y cghepi saxucnty Kibepnpocmopy K cKiadoeo2o
KOMHOHEHMY iHghopmayitinoi besnexu Ykpainu na cyvacnomy emani depocagno2o 6y0ieHuymea.

Memoou. Memodonoziunoto ocHo80 docaiOdNceH s cmag dianekmuyHull nioxio, wjo nepeddauac poseisio nepeoymos
opmysanns depircagHo2o pecynoganta 3abesnevenns Kibepoesnexu K 00 €KmusHoi peanbHOCmi, KA NOCMIUHO
€80IIOYIOHYE NiO 6NIUBOM MEXHIUHUX, HOMIMUKO-NPABOBUX, De3neKogux ma iHuux yurHukie. Kpin yvoeo, y npoyeci
0ocniodncentss OYN0 3aCMOCOBAHO ICMOPUKO-NPABOGUL, CUCTNEMHO-CIPYKIMYPHULL, CIPYKIMYPHO-QVHKYIOHATbHULL
Memoou, @ MAaKoHC MemoO CXOONUCEHHS 810 AOCMPAKMHO20 00 KOHKPENHOZO.

Pesynomamu Hayxoozo po3podnenns npeocmasienoi memu 0aroms niOCMAgU KOHCMAMYSAmu, o OCHOBHOI
1OpUOUUHOIO 3acadoio 3adesneuents Kibepbesneku ¢ Yxpaini € peanizayia 3axo00i8, cnpAMOGaHUX HA HAOIHUL
3axucm Kibepnpocmopy 3a yMo8u 3a0e3neyents 1020 8I0KpUmocmi, QOCHynHOCI 01 YY4ACHUKIB iHopmayitinoeo
0bminy ma cmabinbHocmi. Bionosiono, Oepicaghe aominicmpyeanus besneku Kibepnpocmopy mae 8ionosioamu
BUMOAM OEMOKPAMUUHO20 0EPHCABHO20 YCPOIO MA NPUHYUNY 6EPXOBEHCBA NPABA, KOAU 36VIICEHHS NOMEHYILIHOT
Moocnusocmi  peanizayii npasa ocoby Ha iHghopmayito 36edene 0o minimymy. Ha pisni aominicmpamueHo-
NPAago8o2o pezyno8anis npoyecie 3adesneuents Kibepoesnexu 3axo0u 0epircagHO20 Pecyio8anta y chepi 3axucmy
KiOepnpocmopy 6USHAUeHO HeCUCIEMHO, GiOCYmHill YimKull iX nepenix, a makodi He OOCKOHANO Pe2lameHmoBaHo
aomMiHicmpamuery chienpayio cyd exmie 3abesnevenns benexu Kibepcepedosuuyd.

Bcemanosneno, wo Yxpaina 30006 s3yemuvca neped €gponelicokum Coro30m BUKOHAMU HUSKY 3AX0016, CHPAMOBAHUX
Ha po3eumox i 3axucm kibepcghepu @ mexncax npomuoii Ki6ep3]10’{uHH06mi 3abe3neuentst GitiCbKoBO-MEXHIUHO20
CRiBPOGIMHUYMEA A AHMUKPU3068020 YNPAGTIHHS, cmeopents U 3axucm cucmemu o0MiHy inghopmayieio npo
mepopusm i3 €gponeticvkum Col030M, 3axUC KOMN 10MeEPUIOBAHUX mqbopmab;mnux cucmem ma eﬂeKmpOHHm
cucmemy 0OMIHy daHuMU 3 NUMAHL 20CNO0APCLKOI 83AEMOOIT, PO36UMOK THHOBAYTN MA THHOBAYIIHUX MEXHONORILL.
BucHogku docnioxcenus 0aroms nidcmasy cmeepoicysamu, wo YurHi 0a306i npagosi 3acadu peanizayii depircasroi
NONIMUKU 8 HANPAMI 3a0e3neyents 3aXUcmy Kibepnpocmopy i kibepoesnexu Maomy icmomui Hedonixu. 30Kkpema,
ye MIHIUGICIb peghopMyBanHs HOpMamueHoi 6aszu 3abesneyenns Kibepoesnexu, HeOOCMAMHs YPe2yIbOBAHICHb
acnexmie aOMiHicmpamueHoi 63aemodii cy0 'exmig HayionarbHoi cucmemu Kibepbesnexu, 6i0Cymuicmo 4imxoi
HOPMAMUBHOI pe2nameHmayii OCHOBHUX PUSUKIG | 3aepo3 HayioHanbHOMY Kibepnpocmopy. Bupoonenns nponosuyii
1000 ONMUMI3ayii HOPMAMUBHO20 3a0e3neUeHHs 3A3HAUEHUX ACHEKMIB MAE IASMU 8 OCHOBY NOOATLIMUX HAYKOBUX
docnioocens yiei npobaemu. Obrpynmosano maxodc, wo Ykpaina nompedye po3podieus il YnpoBaoiCeHHS.
3ax00i8, K CHPSIMOBAHT HA BMILEHHS NONOJCEHb Ye00u npo acoyiayito mixe Yrpainoro ma €gponeticokum Corozom
¥ Yacmuni po3gumKy i 3aXucmy Kioepnpocmopy.

KarouoBi caoBa: VYkpaina, kiOepripoctip, KkibepOesrieka, HamioHaJIbHA CHCTeMa KiOepOe3meKH,
iHpopMarriitHa Oesreka, Aep’kaBHe yrpaBiiHHs, CBporneichkuii Coro3.
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